Introduction

The Install and Configure Servers module provides you with the instruction and server hardware to
develop your hands on skills in the defined topics. This module includes the following exercises:

1) Install and Configure a Server

2) Convert a Windows Server 2012 GUI to Server Core and back
3) Features On-Demand

4) Delegate Server Administration

5) Configure NIC Teaming

Lab Diagram

During your session you will have access to the following lab configuration.

PLABHYPERV
192.168.0.1 /24

Connecting to your lab
In this module you will be working on the following equipment to carry out the steps defined in each
exercise.

e PLABHYPERV (Hyper-V Host)
Each exercise will detail which console you are required to work on to carry out the steps.

To start simply click on the named Server from the device list (located on the left hand side of the
screen) and click the Power on from the in tools bar. In some cases the devices may power on
automatically.

During the boot up process an activity indicator will be displayed in the name tab:

e Black - Powered Off
e Orange - Working on your request
e Green - Ready to access



If the remote console is not displayed automatically in the main window (or popup) click the
Connect icon located in the tools bar to start your session.

If the remote console does not appear please try the following option:
o Switch between the HTML 5 and Java client versions in the tools bar.

In the event this does not resolve your connectivity problems please visit our Help / Support pages
for additional resolution options.
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Exercise 1 - Install and Configure

Server

In this exercise, you will perform a full installation and then configure a Windows Server 2012 R2

computer.

Please refer to your course material or use your favourite search engine to research for more

information about this topic.

Task 1: Create PLABDMO2 Virtual Machine

You will create a virtual machine where Windows Server 2012 R2 will be installed.

Step 1

Ensure you have powered on the required devices and connect to PLABHYPERV.

From Server Manager console, click Tools and select Hyper-V Manager.

=) Hyper - Internet Explarer

h https://www.practice-labs.com/authenticated/device.aspx?client=javaddevice=08width=1280&height=1024 &login=true

%

Server Manager * Dashboard

Server Manager

Manage Tools View

Companent Services
WELCOME TO SERVER MANAGER S e
I8 Dashboard Defragment and Optimize Drives
i Local Server Event Viewer
i Al Servers o C . . Hyper-V Manager
- onfigure this local server =
BE File and Storage Services b g [SESlioaatoy
Local Security Palicy
B Hyperv S ODBC Data § (32-bit)
- ata >ources -l
2 Add roles and features
ODBC Data Sources (64-bit)
3 Add other servers to manage Performance Monitor
Resource Monitor
HATISNEN 4  Create a server group Security Configuration Wizard
Services
System Configuration
System Infarmation
LEARN MORE Task Scheduler
Windows Firewall with Advanced Security
Wind. Il Di ti
ROLES AND SERVER GROUPS R e
Roles: 2 | Servergroups:1 | Servers total: 1 Windows PowerShell
Windows PowerShell (x86)
=m File and Storage -
i ; 9 1 ﬂﬂ Hyper-V # Local Server Windaws PowerShell ISE
Services Windows PawerShell ISE (x86)
@ Manageability @ Manageability @ Manageability Windows Server Backup
Events Events Events
Performance Services Services
BPA results Performance Performance
BPA results BPA results

B All Servers

@

Manageability
Events
Services

Performance

0419
< 2Bl NG a0
. |




Step 2
Right-click on PLABHYPERV and choose New > Virtual Machine...
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Step 3
On Before you begin page, click Next.
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On Specify Name and Location page, use the following settings:

Name: PLABDMO02

Select Store the virtual machine in a different location

Click Next.
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Step 5
In Specify Generation page, verify that Generation 1 is selected

Click Next.
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Step 6

In Assign Memory page, change Startup Memory to 1536 MB.

Click Next.
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Step 7
In Configure Networking page, change Connection to PLAB-Private. Click Next.
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Step 8
In Connect Virtual Hard Disk, click Next.
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On Installation Options, use the following settings:

Install an operating system from a bootable CD/DVD-ROM

Physical CD/DVD drive: E:

Click Next.
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Step 10

In Completing the New Virtual Machine Wizard, click Finish.
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Step 1

Right-click on PLABDMO02 and choose Connect...
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Step 2
Click Start (green) button.
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Step 3
Wait for Windows setup files to be loaded.

Setup screen, accept the default locale and click Next.
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Step 4
Click Install now.
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Step 5
On Select the operating system you want to install, click Windows Server 2012 Standard Evaluation
(Server with a GUI).

Click Next.



‘= Hyper - Internet Explarer

|f| https: w.practice-labs.com/authenticated/device aspxTclient=jav h=12808theight=1024&login=true a
b PLABDMO2 on PLABHYPERY - Yirtual Machine Connection - = x 1'
File Action Media Clipboard  View Help
| O@OO|N Ik B

YPERY -
3
ort Wirtual Machine..,
er-i Settings..
) oy Windows Setup al Switch Manager...

al SAM Manager..

Select the operating system you want to install Disku,
ect Disk...

Operating system Architecture Date mod Service

‘Windows Server 2012 R2 Standard Evaluation (Server Core Installati %64 2/2013

e o - ove Server

‘Windows Server 2012 R2 Datacenter Evaluation (Server Core Installa... 872272013 esh

Windows Server 2012 R2 Datacenter Evaluation (Server with a GUI) 8/22/2013 N
P
M2 -

<
nect..,

Description:

This option is useful when a GUI is required—for example, to provide backward compatibility for an ings...

application that cannot be run on a Server Core installation. All server roles and features are ot

supperted. You can switch to a different installation option later. See "Windows Server Installation

Optiens.” 1t Do,
E
se
Et
ckpaint
e
..
ame. .
ble Replication...
P

Status: Running =)
H Summary | Memony | Networking | Rephcation |
- [ = E - k 03:10
= e =l = P&t ooy

Step 6
On License Terms, click I accept the license terms and choose Next.
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Step 7

From Which type of installation do you want? Click Custom: Install Windows only (advanced).
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Step 8
In Where do you want to install Windows? Click Next.
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Step 9
Installing Windows will take a few minutes to configure.

Let the installation finish and setup will automatically restart this computer.
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Step 10
Ignore Press any key to boot from CD/DVD... message.
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Step 11

Setup will automatically restart PLABDMO2 a few times to configure Windows Server 2012 R2.
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Step 12
In Settings page, type PasswOrd in each text box provided.

Click Finish.
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Step 13
Click Ctrl

Alt Delete.
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Step 14
Type PasswOrd and press Enter.
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Step 15
From Server Manager, on left navigation pane click Local Server.

Go to Computer name section and click on the automatically generated computer name
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Step 16
In System Properties, click Change...
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Step 17
Click in Computer name box and type PLABDMO02

Click OK to save changes.
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Step 18
Click OK acknowledge the name change.
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Step 19
Click Close.
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Step 20
Click Restart now.
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Step 21
Click Ctrl Alt Delete.
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Step 22
Sign back in as Administrator.
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Leave the devices you have powered on in their current state and proceed to the next exercise.



Exercise 2 - Convert a Windows Server
2012 GUI to Server Core and back

In this exercise, you will convert a Windows Server 2012 installed in a graphical user interface setup into a
command-based Windows Server 2012 R2 computer called Server core.

Please refer to your course material or use your favourite search engine to research for more information

about this topic.

Task 1: Convert Windows GUI to Server core

Step 1
On PLABDMO2, click PowerShell icon on task bar.
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Step 2
Type the following command and press Enter.

Note: This command must be run with elevated privileges (administrator)
Import-Module DISM

Disable-WindowsOptionalFeature -online -Featurename Servercore-Fullserver

y
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Step 3
Windows will convert this existing installation into a Server core.
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Step 4
Ignore the “Press any key to boot from CD or DVD” message...

Click Ctrl Alt Delete
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PLABDMOZ2 on PLAEHYPERY - Yirtual Machine Connection
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Step 5

Type PasswOrd and then press Enter.
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Step 6
Windows is now in a Server core mode.

Type hostname and press Enter.
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C:N\Users’\Administrator>_

C:~\Users~Administrator>hostname
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Step 7

To set a static IP address on the Ethernet interface, type the following commands and press Enter.

Ipconfig

Netsh interface ip set address Ethernet static 192.168.0.3 255.255.255.0

Ipconfig
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Administrator: CA\Windows\system32\cmd.exe
C:\Users \Administrator>ipconfig

Windows I[P Configuration

[Ethernet adapter Ethernet:
Connection—specific DNS Suffix
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Default Gateway . B
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3 255.255.255.0

C:\Users“Administrator?ipconfig

Mindows [P Configuration

Ethernet adapter Ethernet:
Connection—specific DNS Suffix H
Link-local IPv6 Address . . . . : feBB::eB32:abbazab4:45f412
IPv4 Address. . . . . - e 192.168.8.3
Subnet Mask . . . . . P 255.255.255.0
Default Gateway . . . PR H
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Media State . . . . . . . . . . . ! Media disconnected
Connection—specific DNS Suffix H
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Task 2: Convert Server Core back to Server GUI

Step 1
Type the following commands and press Enter.

Dism /online /enable-feature /featurename:Server-Gui-Mgmt /featurename:Server-Gui-Shell

/featurename:ServerCore-FullServer

Y
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E¥ Administrator: CA\Windows\system32\cmd.exe - dism /fonline fenable-feature /featur... E@E

C:\Users\Admninistrator>dism sonline senable—feature featurename:Server—Gui-Mgmt|
#Featurename:Server-Gui-Shell /featurename:ServerCore—FullServer

Deployment Image Servicing and Management tool
Uersion: 6.3.9600.16384

Image Uersion: 6.3.968@.16384

E, :
[ aa . B:

The operation completed successfully.

Restart Windows to complete this operation.

Do you want to pestart the computer now? (Y/N) _
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Step 2
Windows will work on re-enabling the GUI.
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Step 3
Press Ctrl Alt Delete.

Sign back in PLABDMO2 using the same administrator account.
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Step 4
From Server Manager, go to Local Server.

Verify the IP address that was set earlier when PLABDMO2 was in Server Core.
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W§ File and Storage Services P

Hardware information

PLABDMO2
WORKGROUP

Windows Firewall Public: On Windows Error Reporting

Remote management Enabled Customer Experience Improvement Program
Remote Desktop Disabled IE Enhanced Security Configuration

NIC Teaming Disabled Time zone

Ethemnet 192.168.0.3, IPv6 enabled Product ID

Operating system version Microsoft Windows Server 2012 R2 Standard Evaluation  Processors

Microsoft Corporation Virtual Machine

Last installed updates
Windows Update
Last checked for updates

Installed memory (RAM)
Total disk space

<] [ I >
EVENTS
All events | 71 total TASKS =
Filter e = v
Server Name [[»] Severity Source Log Date and 'ﬁme
PLABDMD2 7023 Error Microsoft-Windows-Service Control Manager System 4/1/2014 5:18:38 AM
PLABDMOZ 46 Error volmgr System 4/1/2014 5:18:12 AM
PLAEDMO2 8198 Error Microsoft-Windows-Security-SPP Application  2/31/2014 9:57:18 PM
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Leave the devices you have powered on in their current state and proceed to the next exercise.




Exercise 3- Using Features On-Demand

In this task, you will add a Windows feature using Add-WindowsFeature and Install-WindowsFeature.

The Add-WindowsFeature cmdlet provide a faster interface as opposed to using the GUI in adding a
Windows Feature like Active Directory Domain Services. While Install-WindowsFeature lets you configure
Active Directory Domain Services by indicating the Windows Domain name, DNS settings, path of AD
database amongst other things.

Please refer to your course material or use your favourite search engine to research for more information
about this topic.

Task 1: Add and Install Active Directory Domain Services

Step 1
In this step, you will initially install Active Directory Domain Services binary files.

On PLABDMO2 device, click PowerShell icon on task bar.

Type the following and press Enter.

Install-WindowsFeature —-Name AD-Domain-Services -IncludeManagementTools
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Step 2
To install the domain controller role on PLABDMO02, type the following commands:

Install-ADDSForest —-DomainName PRACTICEIT.CO.UK
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Step 3
When asked about the Safe mode password, type the following and reconfirm it.

PasswOrd
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Step 4
Press Y to confirm the installation of the domain controller role in PLABDMO?2.
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Step 5

Installation of Active Directory and the domain controller role in PLABDMO2 will take a few minutes.

PLABDMO2 will restart by itself.
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Step 6
Click Ctrl Alt Delete.

Sign in to PLABDMO2 as practiceit\administrator password is PasswOrd
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Step 7
In Server Manager, click Tools and select Active Directory Users and Computers.
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Step 8
Active Directory now opens with the newly-installed domain.
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Leave the devices you have powered on in their current state and proceed to the next exercise.



Exercise 4 - Delegate Server
Administration

In this exercise, you will learn how to delegate tasks in server administration.

Please refer to your course material or use your favourite search engine to research for more information
about this topic.

Task 1: Delegate administration using Delegation Wizard

Step 1
On PLABDMO?2, click PowerShell on task bar.

Type the following and press Enter.
Dsadd “ou=Engineering,dc=practiceit,dc=co,dc=uk”

Dsadd user “cn=John Smith,ou=Engineering,dc=practiceit,dc=co,dc=uk” -samid john.smith
pwd PasswOrd

exit
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Step 2
Go back to Active Directory Users and Computers. Press F5 to refresh display.

Right-click on Engineering and choose Delegate Control...
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Step 3
From Welcome to the Delegation of Control Control Wizard, click Next.
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Step 4
In Users or Groups page, click Add...
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Step 5

On Select Users, Computers or Groups, type john smith and click Check Names.

Click OK.
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Step 6

Back in Users or Groups, click Next.
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Step 7
On Tasks to Delegate, select the following check boxes

Create, delete and manage user accounts

Reset user passwords and force password change at next logon
Read all user information

Create, delete and manage groups

Modify the membership of a group

Click Next.
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Step 8

Click Finish to close Completing the Delegation of Control Wizard.
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Task 2: Grant John Smith the right to log on to the domain controller

Step 1
Click Server Manager on taskbar. Go to Tools then select Group Policy Management.
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On Group Policy Management, expand Forest: PRACTICEIT.CO.UK, expand Domains > PRACTICEIT.CO.UK

> Domain Controllers.

Right-click on Default Domain Controllers Policy, choose Edit.
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Step 3
Expand Computer Configuration > Policies > Windows Settings > Security Settings > Local Policies.

Click User Rights Assignment and then right-click Allow log on locally and choose Properties.
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Step 4

On Allow log on locally Properties, click Add User or Group...
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Step 5

In Add User or Group, type

PRACTICEIT\john.smith

Click OK.
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Step 6
Click OK to save changes in policy.



File Action Media Clipboard  View Help

®O0O@OO NI D%

a Group Policy Management Editor -|a x
File Action View Help PER
YEEEEEN
EJ Default Domain Controllers Policy [PLABDMOZ.P ~ || Palicy - Policy Setting ~ | prtVirtual Machine...
4 &l Computer Configuration = br-v Settings
4 [ Palicies ministrators, Authe...
» [0 Software Settings al Switch Manager..
4[] Windows Settings Security Policy Setting | Explain d Users al S4H Manager...
b1 Name Resolution Polcy How log onlocaly ICENETWORK SER.. Disk..
(=] Seripts (Startup/Shutdown) = Backup Operato.
4 é Security Settings = = P pet Disk...
H A t Polici iy settings:
i g Li:lupnoh:elines [+#] Define these policy settings: 15, Backup Operato... Service
Account Operatars CAL SERVICE,NET... owe Server
b i Audit Palicy Administrators |\CE Adrmini
b f UserRights Assignment Backup Operators E Administrators,... Loh
b é Security Options ENERF‘R\ DO.‘\IN CONTROLLERS =
b (] Eventlog Print Operatars &
i+ [ Restricted Groups Server Operators
I ['5 System Services .
1 [ Registry =
b [ File System ecta
I ig]' ‘Wired Network (IEEE 802.3) Pol s NG5,
b ] Windows Firewall with Advanc] ] off
[ Network List Manager Policies i GerorGoop.. ] [ Remove
g D
b Eaf Wireless Network (IEEE 802.11) Mocifying this setting may affect compatbility with dients, services, fun
b [ Public Key Policies ;& and appiications
» [ Software Restriction Policies For mare information, see Allow log on locally. (3823659)
e
b [ Network Access Protection s
i [ Application Control Policies r5.Server Operators it
b &, IP Security Policies on Active D \C;E,NEI’WORI( SR kpaint
b [ Advanced Audit Policy Config
b ulj Policy-based QoS [ ok | [ coes |[ mov | £
p [ Administrative Templates: Policy defi rh..
b [ Preferences —IS bme.
4 % User Configuration 1] Load and unload device drivers Administrators,Print Operators
b [ Policies || 1 Lock pages in memory Mot Defined ple Replication..,
b [5] Preferences '~ || i Leg on as a batch job Administrators,Backup Operata...
‘ <] m 1] Log on as & service Mot Defined v

> g < B8

urmmary | PIEMar

=ale

Step 7
Click PowerShell in task bar and type

Gpupdate /force
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Step 8
Sign out Adminsitrator by typing

Shutdown /1
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Task 3: Test Delegation of admin rights

Step 1
Click Ctrl Alt Delete

Sign on as practiceit\john.smith password is PasswOrd
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Step 2
Click Server Manager on taskbar. When asked for credentials type

John.smith

PasswOrd

Click Yes.
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Step 3
Go to Tools > Active Directory Users and Computers.
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Step 4
Right-click on Engineering and choose New > User.
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Step 5

On New Object — User, use the following settings:

First name: Mark

Last name: Regus

User logon name: mark.regus

Click Next.
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Step 6
Type PasswOrd in each text.

Clear User must change password at next logon

Click Next.
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Step 7
Click Finish to close New Object — User.
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Step 8

Right-click on Users and choose New User.
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Step 9
From New Object — User, use the following values:

First name: Sales1
User logon name: Sales1

Click Next.
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Step 10
Type PasswOrd in each text box

Click Next.
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Step 11
Click Finish.
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Step 12
Notice the error message as John Smith is creating a user outside of his delegated organizational unit.

Click OK.

Click Cancel to abort creating this user.
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Step 13
Click Start charm to invoke Start screen.
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Step 14
Click john.smith and choose Sign out.
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Leave the devices you have powered on in their current state and proceed to the next exercise.




Exercise 5 - Configure NIC Teaming

In this exercise, you will learn how to configure NIC teaming. NIC teaming is common solution used by
system adminstrators to enhance availability and performance by combining multiple network interfaces
into one interface from the perspective of the system.

Please refer to your course material or use your favourite search engine to research for more information

about this topic.

Task 1: Configure PLABDMO2 to have more than one interface

Step 1
On PLABDMO02 window, click on Action and choose Shut down...
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Step 2
Click Shut Down to proceed.
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Step 3
Click File and choose Settings.
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Step 4
In Settings for PLABDMO?2, click Add Hardware.

From the details pane, click Network Adapter and click Add.
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Step 5
Selection will automatically shift to newly-added Network Adapter.

Go to right details pane, and change Virtual Switch to PLAB-Private.

Click OK.
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Task 2: Configure NIC Teaming

Step 1

Click Start (green) to boot up PLABMDO?2.
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Step 2
Click Ctrl Alt Delete.

Sign in as practiceit\administrator password is PasswOrd



{2 Hyper - Internet Explarer

i fl https://www.practice-labs.com/authenticated/ device.aspx? client=javaddevice= 0&width=1280 &height=1024 &login=true

a

Status: Running

PLABDMOZ2 on PLAEHYPERY - Yirtual Machine Connection

File Action Media Clipboard  View Help

@3 ®@0/n b

]

Other user

practiceit\administrator

Sign in to: practiceit

How

r2012R2

=EA8

PERY

rtVirtual Machine...
eV Settings...

al Switch Manager..
al S8 Manager...
Disk...

pct Disk...

Service

owve Server

sh

Down...

e

It
kpoint

e,

rt..
me...

le Replication...

|| Urmary | TSNy | THERraRINg | Fepmeatin

7 L

Step 3
From Server Manager, go to navigation bar and click All Servers.
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Step 4
On SERVERS pane, right-click on PLABDMO02 and choose choose Configure NIC Teaming.
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Step 5
On ADAPTERS AND INTERFACES, click Ethernet press and hold SHIFT; then click Ethernet 2.

Click TASKS and choose Add to New Team.



e i
=) Hyper - Internet Explores

File Action Media Clipboard  View Help

fO@®OO|N I KN
b

B= SERVERS
l All Servers | 1 total

P

Mame Status

PLABDMO2.PRACTICEIT.CO.UK () Online

Virtual

Server Type Operating System Version

Teams

Microsoft Windows Server 2012 R2 Standard Evaluation 0

prtVirtual Machine...
r-\ Settings..,

al Switch Manager..
al S8 Manager...
Disk...

Step 6

On New team dialogue box, use the following settings:

Team name: PLABMyTeam

Standby adapter: Ethernet 2

Note: There are settings here that are not applicable in this virtual machine.

Click OK.
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Step 7
You may get an error about the virtual switch lacks external connectivity.

Note: Although you make changes on the connectivity of the virtual machines; it is advised not to change

PLABHYPERYV settings as this may affect your connectivity to this lab.
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Step 8

On PLABDMO02 menu, click Action and choose Shut Down...
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Step 9
Click Shut Down.
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Step 10
Close PLABDMO2 window.
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Shut down PLABHYPERYV to revert thlS device to its default state using Practice Labs web application.




Summary

In this module you learnt the following skills:
How to perform a new installation of Windows Server 2012 R2 on a bare metal system.

Windows Server 2008 introduced the concept of Server Core, which is a stripped down version of
Windows running only a command prompt as the administrator interface. The server core calls for
minimal system requirement and has lesser attack surface because only a few network services are
running.

You can use dism.exe to convert a full GUl Windows to Server Core and vice versa.

PowerShell cmdlets like Add-WindowsFeature and Install-WindowsFeature are great time savers for
installing and configuring services on a Windows computer.

For Windows domains that hosts a larger user database, administrators can delegate common
administrative tasks like creating users and resetting passwords to trusted help desk personnel.

NIC teaming is feature to enhance performance and reliability of a network, by combining multiple
network interfaces into one logical network.



