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Demo - Examining Ports and Protocols 
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WAN Technologies 
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Monitoring Network Traffic 
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DDoS Countermeasures 
Man-in-the-Middle Attacks 
Buffer Overflow 
FTP Bounce Attacks 
Smurf Attacks 
Malware 
Social Engineering 
Attack Types 
Social Engineering Countermeasures 
Topic B: Mitigation 
Antivirus Software 
Securing the Operating System 
Windows Update 
Updates 
Patch Management 
Security Policies 
Acceptable Use 
Due Care 
Privacy 
Separation of Duties 
Need to Know 
Password Management 
Account Expiration 
Service-level Agreement 
Disposal and Destruction 
Human Resources Policies 
Incident Response Policy 
Preparation 
Detection 
Containment 
Eradication 
Recovery 
Follow-up 
Education 
Communication 
User Awareness 
Demo - Vulnerability 
Objective 5.4 Review 
Objective 5.5 - Installing and Configuring a Firewall 
Installing and Configuring a Firewall 
Firewalls and Proxies 

Prepared by ASM Educational Center (ASM). All Rights Reserved.  
Page 4 of 5 

 



 
     ASM Educational Center (ASM) Est. 1992 

 
    11200 Rockville Pike, Suite 220 Rockville, MD 20852 | Phone: 301-984-7400 | Fax: 301-984-7401 

      Web: www.asmed.com | E-mail: info@asmed.com 

Firewall Categories 
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