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Course Outline

Computer Forensics in Today’s World
Computer Forensics Investigation Process
Searching and Seizing Computers
Digital Evidence
First Responder Procedures
Computer Forensics Lab
Understanding Hard Disks and File Systems
Windows Forensics
Data Acquisition and Duplication
. Recovering Deleted Files and Deleted Partitions
. Forensics Investigations Using AccessData FTK
. Forensics Investigations Using EnCase
. Steganography and Image File Forensics
. Application Password Crackers
. Log Capturing and Event Correlation
. Network Forensics, Investigating Logs and Investigating Network Traffic
. Investigating Wireless Attacks
. Investigating Web Attacks
. Tracking Emails and Investigating Email Crimes
. Tracking Emails and Investigating Email Crimes
. Investigative Reports
. Becoming an Expert Witness
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