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DAY ONE 

 
I. Introduction to Forensics

• Computer Forensics

• Traditional forensic

• “Live” system foren

• Establishing a Foren

o Repeatable 

LAB ONE : Forensic Analysis: What we

 

II. Legal aspects of a Forensic

• Computer crime law

o 1029 and 10

o RIPA 

o Others  

• Investigating the sce

o Preservation

o Maintaining

III. Planning a Response to a 

• Search and seizure l

• What can and canno

• Laws of digital evide

o Hearsay  

� 

o Digital evide

� 

� 

o Interviewing

� 

o Incident res

IV. Performing Traditional or 

• Hard drive interface

o SCSI, IDE. SA

o Fibre Chann

• Acquiring an image

� dd 
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Characteristics of deception 
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� pow

� EnCa

� Fore

� Para

LAB TWO: Netcat and image creation

• integrity verification 

o MD5 

o SHA-1 

o SHA-256 

o SHA-512 

LAB THREE: Maintaining image integri

• Write blockers 

o Hardware 

o Software  

DAY ONE LAB: Forensic Challenge 

 

 

 

 

DAY TWO 
 

V. Examining Internals of the

• Windows 

• Linux 

• Unix 

• Mac 

VI. Dissecting Internals of the

• Cylinder structure 

• Power on routine 

• System Area 

• Bad block tables 

o P-list 

o G-list  

• Heads 

o R/W 

o GMR 

• Platter structures 
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Forensics Toolkit 

Paraben 

ion 

egrity 

f the Operating System Boot Process 
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VII. Exploring Hard drive recov

• Replacing the heads

• Platter swaps 

• Swapping PCBs 

VIII. Analyzing Volumes for For

• PC partitions 

o DOS 

o Apple 

o Removable 

• Server partitions 

o BSD 

o Solaris  

• Others 

o RAID 

Spanned dis

LAB FOUR: Recovering deleted partitio

 

IX. Analyzing File Systems 

• File system defined

• Categories 

• FAT analysis 

o File system 

• FAT structure 

o Boot sector

o FAT32 

o Naming con

LAB FIVE: FAT File System 

 

• NTFS 

o Basic disks

o Dynamic dis

o Comparison

o MFT 

o Handling sm

o Recovery te

� Lega

� Curr
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LAB SIX: NTFS File System 

• Ext2 and Ext3 

o Concepts an

o Structure 

� Supe

� Grou

� Sym

• UFS1 and UFS2 

o Concepts an

o Structure 

� Supe

� Inod

 

DAY TWO LAB: Forensic Challenge Two

 

 

 

 

DAY THREE  

 
X. Defeating Hacker hiding te

• Unallocated space

• File fragmentation

• Obfuscating strings

LAB SEVEN: String Searching  for inform

• Attributes 

• File signatures 

• File segmentation 

• File combining  

LAB EIGHT: File Hiding and Combining

• File binding and wra

LAB NINE: File Wrappers 

• Alternate data strea

LAB TEN: Alternate Data Streams 

• Registry  

• Object linking and e
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• Office documents 

• File manipulations

o Extensions 

o Headers  

LAB ELEVEN: File manipulation 

 

 

XI. Application of Steganogra

• Defining 

• History  

• Types 

• Steganography vs W

• Steganalysis 

• Detecting Steg 

• Future of Steganogr

LAB TWELVE: Steganography 

 

XII. Capturing traffic on the “w

• TCP/IP  fundamenta

• TCP/IP internals 

• Layer by layer foren

• Collecting data 

o Raw protoco

� Tcpd

� Win

o Full protoco

� Wire

LAB THIRTEEN: TCP/IP analysis 

 

DAY THREE LAB: Forensic Challenge Th

 

 

 

 

 

 

 

 

 

 

 
ucational Center (ASM) Es

 
ite 220 Rockville, MD 20852 | Phone: 301-984-7400 | Fax: 301-98
Web: www.asmed.com | E-mail: info@asmed.com 

SM Team. All Rights Reserved. No Copying is Permitted. 

Page 5 of 9 

 

ns 

ns  

ography to defeat forensic examinations 
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tocol analysis 

Tcpdump 

Windump 

tocol analysis 

Wireshark 

• Working with filters 
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DAY FOUR  

 
XIII. Intrusion Analysis of Netw

• Identifying normal v

• Determining cause o

o Error 

o Malicious 

• Recognizing commo

• Identifying the OS fr

o Passive finge

� Nua

LAB FOURTEEN: Analyzing basic attack

• Components of a so

o Deception t

o Protocol cam

o Encryption a

LAB FIFTEEN: Analyzing a sophisticated

 

• Components of adv

• Protocol encapsulat

o More than o

• Web attacks  

o Services 

o SQL 

o XSS 

o Access cont

LAB SIXTEEN: Analysis of Web Attacks

 

 

XIV.   Email Forensics: Investig

• Client side investiga

• Server side investiga

• Analyzing headers

• Validating the path

• Recovering deleted

• Recovering email at

• Forensic analysis of
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LAB SEVENTEEN: Email Forensics 

 

XV. Web  Activity Forensics: Re

 

• Reconstructing brow

• Analyzing cookies 

• Examining tempora

• Registry artifacts 

• Reconstructing clea

o Index.dat 

o History.dat

LAB EIGHTEEN: Web Forensics 

 

 

XVI. Applying Internet Forensics

 

• Understanding DNS

• Records of interest

• Analyzing DNS activ

• Authoritative vs non

 

XVII. Recovering Protected Stora

 

• Locating stored data

o Pass View 

• Formats of storage

• Auto completion 

• Registry data 

• Recovering protecte

o Pass View 1

 

DAY FOUR LAB: Forensic Challenge Fou
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DAY FIVE 

 
XVIII. Encryption and password 

• Encryption techniqu

o Algorithms

� Stre

� Bloc

� Iden

LAB NINETEEN: Identifying algorithms

 

� Cracking 

• Fallacy of 

• Definition o

� Hashing 

• Algorithms

o UNIX

o Win

• Cracking  

o Dict

o Hyb

o Brut

o Rain

 

LAB TWENTY: Password Cracking 

 

XIX. Introduction to “LIVE” For

• Volatile data 

• Non-volatile data 

• Process and memor

LAB TWENTY ONE: Capturing Volatile I

 

XX. Understanding Unix/Linux

• Analyzing volatile da

o Network con

o Ports 

o Processes 

o Memory of 

 
ucational Center (ASM) Es

 
ite 220 Rockville, MD 20852 | Phone: 301-984-7400 | Fax: 301-98
Web: www.asmed.com | E-mail: info@asmed.com 

SM Team. All Rights Reserved. No Copying is Permitted. 

Page 8 of 9 

ord hashing primer 

niques 

ms 

Stream 

Block 

Identifying 

ms 

 

n of  a “cryptographic” crack 

ms 

UNIX/Linux 

Windows 

� LM 

� NTLM 

� NTLMv2 

 

Dictionary  

Hybrid  

Brute force 

Rainbow 

 Forensics 

 

mory analysis 

tile Information 

inux “LIVE” Forensics to recover memory based ev

le data 

k connections 

 

y of processes 

st. 1992 

984-7401 

d evidence 



     ASM Edu
    11200 Rockville Pike, Suit

      W

Prepared by ASM

 

o Open files a

o Routing tabl

o Kernel modu

o Mounts  

• Analyzing non-volat

o System vers

o Time and da

o Logs 

o History files

• Rootkits  

LAB TWENTY TWO: Linux ”LIVE” 

 

 

XXI. Processing Windows  “LIVE

• Analyzing volatile da

o Network con

o Ports 

o Processes 

o Memory of 

o Open files a

o Routing tabl

o System mem

LAB TWENTY THREE: Windows “LIVE”

 

  

XXII. Staying current 

• Staying current 

o Reference 

o Classic book

o Forums and

o Conferences
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