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DAY ONE 
 

• Introduction to Network Defense

• Security Model 

o Authentication 

o Confidentiality 

o Integrity 

o Availability 

o Authorization 

 

LAB:  Security Model 

 

• Security Posture 

o Promiscuous 

o Paranoid 

o Permissive 

o Prudent 

• Risk management 

• Risk Assessment 

o Information Security Pol

o Information Security Ma

• Pre-assessment 

• Assessment 

• Post-assessment 

 Defining types of risk  

• Security policy 

o Identifying services and a

 

LAB:  Allowing a Service 

 

• TCP/IP 101 

o Introduction and Overvie

Introducing TCP/IP netw

o What TCP/IP provides: k

Internet 

o Internet RFCs and STDs

o TCP/IP protocol architec

o Protocol layering concep

o TCP/IP layering 

o Components of TCP/IP n
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LAB: TCP/IP 
DAY TWO 

• Network protocols 

o IP 

o TCP 

o UDP 

o ICMP 

 

LAB: Network Protocols 

 

• Review of the hacking process 

o Hacking methodology 

� Surveillance 

� Footprinting 

� Scanning 

� Vulnerability ass

� Exploitation 

� Covering tracks

� Evasion 

 

LAB: Hacking Review 

 

• Defining vulnerability 

• Need for vulnerability assessmen

• Challenges of vulnerability asses

• System vulnerabilities 

• Desktop vulnerabilities  

o Browsers 

o Client applications 

• Interpreting advisory notices 

• CVE 

• Vulnerability sites 

o Responsible disclosure 

o Full disclosure 

• Lifecycle of a vulnerability and ex

• Challenges of zero-day vulnerabi

• Exploitation of a vulnerability 

• Vulnerability scanners 

o Strengths and weakness

o Scanning methods 

 

LAB: Vulnerability Assessment 
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DAY THREE 
 

• Perimeter configuration and secu

o Router hardening 

o Turning off services not r

o Routing protocol weakne

� Router packet fil

• Sanity Ch

o 

 

LAB Perimeter Security 

 

• Firewall Deployment 

o Why is a firewall needed

� What does a fire

� What does a fire

o Providing services 

� Common service

• Firewalls and the security policy

o Firewall architecture 

� Outgoing access

� Incoming access

� Layered defence

� Fortress mentali

 

LAB: Firewall Deployment 

 

 

• Firewall Configuration 

� Four main firewa

• Stateless

• Stateful

• Circuit le

• Applicat

• Compari

• Advanta

 

LAB: Firewall Configuration 
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DAY FOUR 
 

• Selecting an Operating System 

o Hardening the Operating

� Center for Intern

• Benchm

o Scanning the bastion hos

    

LAB: Hardening the OS 

 

 

• Firewall Architecture 

� Combining comp

� Types 

• Classic 

• Belt and

• Belt and

� Selecting an arch

• Organiza

 
LAB: Firewall Architecture 

 

 

• Introduction to Intrusion Detecti

o What IDS can and canno

o Types IDS 

� Network 

� Host 

� Network Node 

o Advantages of IDS 

o Limitations of IDS 

o Stealthing the IDS 

 

o Need for IPS 

� Types of IPS 

� Network 

� Host 

o Mechanics of how an IPS

o Effective deployment str

o Detecting intrusions 

 

LAB: Intrusion Detection and Intrusio
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DAY FIVE 

• Defending Against Web Applicat

o Deploying web applicatio

o Writing Secure Web App

 

LAB: Web Applications 

 

• Combating  the Advances in Mal

o Live memory fornesics 

o Tools 

� Open source 

� Commercial 

  

LAB: Malware 

 

• Fighting the Zero Day Threat 

o Endpoint protection 

o Network access control

 

LAB: Endpoint Protection and NAC 

 

• Building Secure Network Archite

o Balancing services with r

o Proven methods to secu

• Deploying Robust and Secure Wi

• Challenges of staying current 

o References 

� Books 

� Mailing lists 

� Videos  

� Professional orga
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