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Course Out line 

 
Module 1  -  I nt roduct ion to W LAN Secur ity Technology 

• Security policy 

• Security concerns 

• Security audit ing pract ices 

• Applicat ion layer vulnerabilit ies and analysis 

• Data Link layer vulnerabilit ies and analysis 

• Physical layer vulnerabilit ies and analysis 

• 802.11 security m echanism s 

• Wi-Fi Alliance security cert ificat ions 

 

Module 2  -  Sm all Off ice /  Hom e Office W LAN Secur ity Technology and Solut ions 

• WLAN discovery equipm ent  and ut ilit ies 

• Legacy WLAN security m ethods, m echanism s, and exploits 

• Appropriate SOHO security 

 

Module 3  -  W LAN Mobile Endpoint  Security Solut ions 

• Personal-class m obile endpoint  security 

• Enterprise-class m obile endpoint  security 

• User-accessible and rest r icted endpoint  policies 

• VPN technology overview 

 

Module 4  -  Branch Office /  Rem ote Office  W LAN Secur ity Technology and Solut ions 

• General vulnerabilit ies 

• Preshared Key security with RSN cipher suites 

• Passphrase vulnerabilit ies 

• Passphrase ent ropy and hacking tools 

• WPA/ WPA2 Personal -  how it  works 
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• WPA/ WPA2 Personal -  configurat ion 

• Wi-Fi Protected Setup (WPS)  

• I nstallat ion and configurat ion of WIPS, WNMS, and WLAN cont rollers to extend enterprise 

security policy to rem ote and branch offices  

 

Module 5  -  Enterpr ise  W LAN Managem ent  and Monitor ing 

• Device ident ificat ion and t racking 

• Rogue device m it igat ion 

• WLAN forensics 

• Enterprise WIPS installat ion and configurat ion 

• Dist r ibuted protocol analysis 

• WNMS security features 

• WLAN cont roller security feature sets 

 

Module 6  -  Enterpr ise  W LAN Security Technology and Solut ions 

• Robust  Security Networks (RSN)  

• WPA/ WPA2 Enterprise -  how it  works 

• WPA/ WPA2 Enterprise -  configurat ion 

• I EEE 802.11 Authent icat ion and Key Managem ent  (AKM)  

• 802.11 cipher suites 

• Use of authent icat ion services (RADIUS, LDAP)  in WLANs 

• User profile m anagem ent  (RBAC)  Public Key Infrast ructures (PKI )  used with WLANs 

• Cert ificate Authorit ies and x.509 digital cert ificates 

• RADIUS installat ion and configurat ion 

• 802.1X/ EAP authent icat ion m echanism s 

• 802.1X/ EAP t ypes and differences 

• 802.11 handshakes 

• Fast  BSS Transit ion (FT)  technologies 
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