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I m plem ent ing Cisco Edge Netw ork Security 

Solut ions ( Part  of the CCNP Security 

cert if icat ion t rack)  

 
Course Out line  

 

Module 1 : Cisco Secure Design Principles 

Lesson 1:  Network Securit y Zoning 

Lesson 2:  Cisco Module Network Architecture 

Lesson 3:  Cisco SecureX Architecture 

Lesson 4:  Cisco TrustSec Solut ions 

 

Module 2 : I m plem ent  Netw ork I nfrast ructure Protect ion 

Lesson 1:  I nt roducing Cisco Network I nfrast ructure Architecture 

Lesson 2:  Deploying Cisco IOS Cont rol Plane Securit y Cont rols 

Lesson 3:  Deploying Cisco IOS Managem ent  Plane Securit y Cont rols 

Lesson 4:  Deploying Cisco ASA Managem ent  Plane Securit y Cont rols 

Lesson 5:  Deploying Cisco Traffic Telem et ry Methods 

Lesson 6:  Deploying Cisco IOS Layer 2 Data Plane Securit y Cont rols 

Lesson 7:  Deploying Cisco IOS Layer 3 Data Plane Securit y Cont rols 

 

Module 3 : Deploying NAT on Cisco I OS and Cisco Adapt ive Security Appliance ( ASA)  

Lesson 1:  I nt roducing Network Address Translat ion 

Lesson 2:  Deploying Cisco ASA Network Address Translat ion 

Lesson 3:  Deploying Cisco IOS Software Network Address Translat ion 

 

Module 4 : Deploying Threat  Cont rols on Cisco ASA 

Lesson 1:  I nt roducing Cisco Threat  Cont rols 

Lesson 2:  Deploying Cisco ASA Basic Access Cont rols 

Lesson 3:  Deploying Cisco ASA Applicat ion I nspect ion Policies 

Lesson 4:  Deploying Cisco ASA Botnet  Traffic Filter ing 
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Lesson 5:  Deploying Cisco ASA Ident it y Based Firewall 

 

Module 5 : Deploying Threat  Cont rols on Cisco I OS Softw are  

Lesson 1:  Deploying Cisco IOS Software with Basic Zone-Based Firewall Policies 

Lesson 2:  Deploying Cisco IOS Software Zone-Based Firewall with Applicat ion I nspect ion Policies 

 

Lab Out line 

 

Lab 2-1:  Configuring Configure Cisco Policy Protect ion (CPP)  and Managem ent  Plane Protect ion (MPP)  

Lab 2-2:  Configure Traffic Telem et ry Methods 

Lab 2-3:  Configure Layer 2 Data Plane Securit y 

Lab 2-4:  Configure Layer 3 Data Plane Securit y 

Lab 3-1:  Configure NAT on Cisco Adapt ive Securit y Appliance (ASA)  Firewall 

Lab 3-2:  Configure NAT on Cisco IOS Software 

Lab 4-1:  Configure Cisco ASA Access Policy 

Lab 4-2:  Configure Cisco ASA Applicat ion I nspect ion Policy 

Lab 4-3:  Configure Cisco ASA Botnet  Traffic Filter 

Lab 4-4:  Configure Cisco ASA Ident it y Based Firewall 

Lab 5-1:  Configure Cisco I OS Software Zone-Based Firewall (ZBFW) 

Lab 5-2:  Configure Cisco I OS Software ZBFW Applicat ion I nspect ion Policy 
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