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I m plem ent ing Cisco Secure Access Solut ions 

( Part  of the CCNP Security cert if icat ion 

t rack)  

 
Course Out line  

 

Module 1 : Threat  Mit igat ion Through I dent ity Services 

Lesson 1:  I dent it y Services 

Lesson 2:  802.1X and EAP 

Lesson 3:  I dent it y System  Quick Start  

Lesson 4:  Module Sum m ary 

 

Module 2 : Cisco I dent ity Services Engine ( I SE)  Fundam entals 

Lesson 1:  Cisco ISE Overview 

Lesson 2:  Cisco ISE with PKI  

Lesson 3:  Cisco ISE Authent icat ion 

Lesson 4:  Configuring Cisco ISE for External Authent icat ion 

Lesson 5:  Module Sum m ary 

 

Module 3 : Advanced Access Control 

Lesson 1:  Cert ificate-based User Authent icat ion 

Lesson 2:  Authorizat ion 

Lesson 3:  Securit y Group Access (SGA)  and MACsec Im plem entat ion 

Lesson 4:  Module Sum m ary 

 

Module 4 : W eb Authent icat ion and Guest  Access 

Lesson 1:  Describe the Cisco Em ail Securit y Solut ions 

Lesson 2:  Guest  Access Services 

Lesson 3:  Sum m ary 
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Module 5 : Endpoint  Access Control Enhancem ents 

Lesson 1:  Posture 

Lesson 2:  Profiler 

Lesson 3:  BYOD 

Lesson 4:  Sum m ary 

Module 6 : Troubleshoot ing Netw ork Access Cont rol 

Lesson 1:  Troubleshoot ing Network Access Cont rol 

Lesson 2:  Sum m ary 

 

Lab Out line 

 

Lab 1-1:  Bootst rap I dent ity System  

Lab 2-1:  Enroll Cisco ISE in PKI  

Lab 2-2:  Im plem ent  MAB and I nternal Authent icat ion 

Lab 2-3:  Im plem ent  External Authent icat ion 

Lab 3-1:  Im plem ent  EAP-TLS 

Lab 3-2:  Im plem ent  Authorizat ion 

Lab 4-1:  Im plem ent  Cent ral WebAuth and Guest  Services 

Lab 5-1:  Im plem ent  Posture Service 

Lab 5-2:  Im plem ent  the Profile Service 

Lab 6-1:  Troubleshoot ing Network Access Cont rol 
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