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I m plem ent ing Cisco Secure Mobility 

Solut ions ( Part  of the CCNP Security 

cert if icat ion t rack)  

 
Course Out line  

 

Module 1 : Fundam entals of VPN Technologies and Cryptography 

Lesson 1:  The Role of VPNs in Network Securit y 

Lesson 2:  VPNs and Cryptography 

 

Module 2 : Deploying Secure Site- to- Site Connect ivity Solut ions 

Lesson 1:  I nt roducing Cisco Secure Site- to-Site Connect ivit y Solut ions 

Lesson 2:  Deploying Point - to-Point  IPsec VPNs on the Cisco ASA 

Lesson 3:  Deploying Cisco IOS VTI -Based Point - to-Point  IPsec VPNs 

Lesson 4:  Deploying Cisco IOS DMVPNs 

 

Module 3 : Deploying Cisco I OS Site- to- Site FlexVPN Solut ions 

Lesson 1:  I nt roducing Cisco FlexVPN Solut ion 

Lesson 2:  Deploying Point - to-Point  IPsec VPNs Using Cisco IOS FlexVPN 

Lesson 3:  Deploying Hub-and-Spoke IPsec VPNs Using Cisco IOS FlexVPN 

Lesson 4:  Deploying Spoke- to-Spoke IPsec VPNs Using Cisco IOS FlexVPN 

 

Module 4 : Deploying Client less SSL VPN 

Lesson 1:  Client less SSL VPN Overview 

Lesson 2:  Deploying Basic Cisco Client less SSL VPN 

Lesson 3:  Deploying Applicat ion Access in Client less SSL VPN 

Lesson 4:  Deploying Advanced Authent icat ion in Client less SSL VPN 

 

Module 5 : Deploying Cisco AnyConnect  VPNs 

Lesson 1 Overview of Cisco AnyConnect  VPNs 

Lesson 2 Deploying Basic Cisco AnyConnect  SSL VPN on Cisco ASA 
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Lesson 3 Deploying Advanced Cisco AnyConnect  SSL VPN on Cisco ASA 

Lesson 4 Deploying Cisco AnyConnect  IPsec/ IKEv2 VPNs 

Lesson 5 Deploying Advanced Authent icat ion, Authorizat ion, and Account ing in Cisco AnyConnect  VPNs 

 

Module 6 : Deploying Endpoint  Security and Dynam ic Access Policies 

Lesson 1:  Im plem ent ing Host  Scan 

Lesson 2:  Im plem ent ing DAP for SSL VPNs 

 

Lab Out line 

 

Module 2 Lab 1:  Im plem ent  Site- to-Site Secure Connect ivit y on the Cisco ASA 

Module 2 Lab 2:  Im plem ent  Cisco IOS Stat ic VTI  Point - to-Point  Tunnel 

Module 2 Lab 3:  Im plem ent  DMVPN 

Module 3 Lab 1:  Im plem ent  Site- to-Site Secure Connect ivit y Using Cisco IOS FlexVPN 

Module 3 Lab 2:  Im plem ent  Hub- to-Spoke Secure Connect ivit y Using Cisco IOS Flex VPN 

Module 3 Lab 3:  Im plem ent  Spoke- to-Spoke Secure Connect ivit y Using Cisco I OS Flex VPN 

Module 4 Lab 1:  Im plem ent  ASA Basic Client less SSL VPN 

Module 4 Lab 2:  Applicat ion Access client less SSL 

Module 4 Lab 3:  Advanced AAA client less SSL 

Module 5 Lab 1:  Im plem ent  ASA Basic AnyConnect  SSL VPN 

Module 5 Lab 2:  Configure Advanced Cisco AnyConnect  SSL VPN on Cisco ASA 

Module 5 Lab 3:  Configure Cisco AnyConnect  IPsec/ I KEv2 VPNs on Cisco ASA 

Module 5 Lab 4:  Configure Advanced Authent icat ion for Cisco AnyConnect  VPN on Cisco ASA 

Module 6 Lab 1:  Configure Hostscan and DAP for AnyConnect  SSL VPNs 
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