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Introduction

The IP Address Configuration module provides you with the instruction and computer hardware to
develop your hands on skills in the defined topics. This module includes the following exercises:

1) Examining the IP Configuration
2) Performing a Connectivity Test

3) Reconfiguring IP in Linux

Lab Diagram
During your session you will have access to the following lab configuration.

SERVER GATEWAY LAMP
{(Domain Controller) (Server) (Web Server)
192.168.0.1 /24 192.168.0.3 /24 192.168.1.1 /24

Il
R

Router
10.0.0.1 /24 192.168.1.254 /24

CLIENT

{Workstation)
192.168.0.2 /24

Connecting to your lab
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In this module you will be working on the following equipment to carry out the steps defined in each
exercise.

e SERVER (Domain Controller)
e CLIENT (Workstation)
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e GATEWAY (Server)
e LAMP (Web Server)
e ROUTER

Each exercise will detail which console you are required to work on to carry out the steps.

To start simply click on the named Server or Workstation from the device list (located on the left
hand side of the screen) and click the Power on from the in tools bar. In some cases the devices may
power on automatically.

During the boot up process an activity indicator will be displayed in the name tab:

® Black - Powered Off
e Orange - Working on your request
e Green - Ready to access

If the remote console is not displayed automatically in the main window (or popup) click the
Connect icon located in the tools bar to start your session.

If the remote console does not appear please try the following option:

e Switch between the HTML 5 and Java client versions in the tools bar.

In the event this does not resolve your connectivity problems please visit our Help / Support pages
for additional resolution options.

Copyright Notice

This document and its content is copyright of Practice-IT - © Practice-IT 2014. All rights reserved.
Any redistribution or reproduction of part or all of the contents in any form is prohibited other than
the following:

1) You may print or download to a local hard disk extracts for your personal and non-commercial
use only.

2) You may copy the content to individual third parties for their personal use, but only if you
acknowledge the website as the source of the material. You may not, except with our express
written permission, distribute or commercially exploit the content. Nor may you transmit it or store
it in any other website or other form of electronic retrieval system.
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Exercise 1 - Examining the IP
Configuration

In these exercises, you will configure the IP settings for an adapter in Linux and learn the use of the
status and troubleshooting tools ipconfig / ifconfig and ping. To better understand this technology,

refer to your course material or read the information available at the following links

http://windows.microsoft.com/en-gb/windows7/networking-home-computers-running-different-

versions-of-windowrs or https://docs.fedoraproject.org/en-
US/Fedora/15/html/Deployment_Guide/ch-Network_Interfaces.html

Reviewing IP Details From the Command Line

Step 1

Ensure you have powered on the required devices defined in the introduction Connect to GATEWAY.

Open a command prompt

(= Gateway Server - Windows Internet Explorer

@ https://labsl.practice-labs.com/+ CSCO+d0756767633A2F2F7261747661722E63656E70677670722D76672E/0622E6878+ +/-CSCO-3p--host.htm
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Type the following command:

Ipconfig /all

Press Enter. Review the IP address details for each network card installed on the server.

‘=" Gateway Server - Windows Internet Explorer

practice-labs.com/+ C5C0 ++/-CSCO-3p--host.htm

ommand Prompkt
WINS Proxy Enabled. . . . . . .

Ethernet adapter Internal:

Connection—specific DNS Suffix

Description . . . . . . LSS Intel(RY PR0O-188@ MI Metwork Connection
Physical Address. . . . . . . BAA-58-56—-A3-46-84

DHCP Enabled. . . . : &

Autoconf iguration Enah le(l

Link-local IPub Address 913:1bh4@: Babl :hfa?x12{Preferred>
IPv4 Address 3(Preferred’

Subnet Mask - 5.8

Default Gatewa ? 6 258

DHGPv6 IRl 2684560.

DHCPu6 Client DUID 88-91-80-01-17-B2-D4-99-88-B0-27-B3-12-1(]

DNS Servers . . - 192.168.8.1
HetBIOS over TBD].]]. 5 Enahled

Ethernet adapter Internet:

Connection—specific DNS
Description . . . . . . . Intel{R> PRO.-1888 MT Metwork Connection H

Physical Address. . . . . : BA-5%8-56-A3-46-85%
DHCP Enabled. . Mo
Flutnconflguratlun Enahled Yes
Link-local IPvb Address fedB c2B8:38a8:58ee:bchaxlI(Preferred)
IPud Address. . . . . 18.8.08.2(Preferred>
Subnet Mask . . . . . 255.255.255.8
Default Gateuay - - -
DHCPub 2 3187876
DHGPub Cllent PUiD. - 68-81-80-601-17-B2-D4-99-88-80-27-B3-12-1(
DNS Servers . . . . . . . fecB:0:=0:ffff
fech EEE:
fecB:0:0:
MetBIOS over Tcpip. - . . Enahled

Tunnel adapter isatap.{B8AB31CE-@1DB-4382-?6CA-B76E?1122E163:

Media State . . ] Media disconnected
Connection-spec

Description . . Microsoft ISATAP Adapter
Physical Addres AA-PA-0A-AP-BA-AA—-0P-EA
DHCP Enabled. . . . -

Autoconf iguration Enah led -

Tunnel adapter isatap.{BF717AE4-662B-4D8?-B38E-CC54BEGF79ES>:

Media State . . . D e e .o Media disconnected
Cnnnectlnn—f‘peclflc DNS Suffix

Description . . - - e - - Microsoft ISATAP Adapter
Physical Address. . : % i PA-PA-A0-AP-AA-AR-BP-EA
DHCP Enabled. . . . . . . . . .

Auteoconfiguration Enabled . . .

8] o 1y D

T 100% -

More detailed information about the IP configuration (and the Windows network configuration)
is displayed. Note that the MAC address ("physical address") is listed.

You can use the ipconfig option for summary detail.
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@ Gateway Server - Windows Internet Explorer
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Step 2
On GATEWAY click on the putty application located on the desktop.

Double click the entry for ROUTER.
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This will launch a SSH session to the remote device in order for you to configure settings.

When the console appears enter the following credentials:
login as: administrator

password: Pa$$wlOrd

Note: Unlike Windows the username is case-sensitive on Linux systems. Also the password field does
not show any characters, so input the password above and press enter.
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/22 Gatewny Server - Windows Internet Bxplarer =

Once you have been successfully authenticated you will be presented with a console where you
will be able to enter commands.
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Step 3
From the command line type

ifconfig

Press Enter.
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Do you notice any difference compared to the Windows ipconfig command?

The output doesn't include the default gateway but there is information about the MTU and
packet stats.

Note: No default gateway (router) address is configured. Without this the machine is restricted to
the local subnet (though there isn't a router available for it to use yet anyway).The address config
is from APIPA as the DHCP server is not available.

Leave the devices you have powered on in their current state and proceed to the next exercise.
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Exercise 2 - Performing a Connectivity
Test

In this exercise, you will use ping to test TCP/IP functionality and links. To better understand this
technology, please refer to your course material or use your preferred search engine to gain an
understanding of these tasks.

Reviewing Network Configuration

On GATEWAY using the console you opened in the last exercise which is connected to ROUTER,
enter the command:

ping 127.0.0.1

‘2> Gateway Server - Windows Internet Explorer =1 EE

[start| | 7'% k3 @ i EH || g 1 B0 [ mm

£ 100% -
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What does this tell you?
That TCP/IP is installed with a functional configuration.

Press Ctrl+C to stop pinging.
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Enter ping 192.168.1.1

= Gateway Server - Windows Internet Explorer |,E| =

BN |l %o 1 0

H100% -

What does this tell you?

That a host with that ip address is available.

Press Ctrl+C to stop pinging.

Enter ping 192.168.0.1
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> Gateway Server - Windows internet Expiorer =1

What does this tell you?

SERVER is on a different network as well as being a different subnet and ROUTER is not configured
either with a "physical" path to that network nor with the address of a router that could reach
that subnet.

Minimise all open windows.

Configure DHCP Server

Step 1
On GATEWAY server, open up Server Manager and select roles.
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5 Roles
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view the health of the rales installed on your server and add or remove roles and Features,
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Click add roles and then next, when prompted select DHCP server.
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Click next, and then check the box next to 10.0.0.2
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Click next and enter CLASSROOM it to the parent domain.
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From the DHCP Server,
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Results

Alternake DM server IPv4 address:
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Eﬂm4! - , :'ﬁ

Click next again until you are asked to add a scope.
Click add.

Enter in the following details.

Scope Name: Router Server Scope
Starting IP address: 10.0.0.1
Ending IP address: 10.0.0.1

Subnet Mask: 255.255.255.0
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Click next, and disable DHCPv6 Stateless mode.
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Then click next and install.
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The server is now configured to distribute IP addresses, close all the open windows and proceed
to the following exercise.

Leave the devices you have powered on in their current state and proceed to the next exercise.
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Exercise 3 - Reconfiguring IP in Linux

To configure an adapter in Linux, you must enter the configuration into a text file.

Configure DHCP on Linux

Step 1
Still on GATEWAY server open the SSH console to ROUTER.

From command line type the following:

sudo nano /etc/network/interfaces

Note: The sudo command starts the text editor (nano) with the privileges required to edit this
configuration file. Type Pa$$wOrd and press Enter to confirm the use of root privileges.

S

[ Read 21 lines ]
=

B Jusc ; 3 ¢ -
M oy = lenls poog gy 72
gy 4 = | T T RS ongznie

7 100% -
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The current configuration defines a static IP address and subnet mask for the adapter "eth0".

Use the Arrow keys to move the cursor around the file and edit the ip address of interface “eth0”
to be the following details:
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Address 192.168.1.205

Leave the netmask details as they are defined.

‘= Gateway Server - Windows Internet Explorer |_E| =]

#.100% -

Press Ctrl+0 then Enter to save the file then press Ctrl+X to close the text editor.
To apply the new ip address configuration, enter the following command:

sudo /etc/init.d/networking restart
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Step 2
On the ROUTER try to ping the new address to ensure the settings are correct.

Ping 192.168.1.205
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2 Gateway Server - Windows Internet Explorer |E| =

Open the interfaces configuration file again.

sudo nano /etc/network/interfaces

Delete the hash (#) symbol from the "dhcp" line in the “eth1” details and add hash symbols to
comment out the lines below it.
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Press Ctrl+O then Enter to save the file then press Ctrl+X to close the text editor.

To apply the new ip address configuration, enter the following command:

sudo /etc/init.d/networking restart
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(= Gateway Server - Windows internet Expiorer =]

H100% -

Note: You will notice the console window looks like it has stopped working. This is because the SSH
session has be disconnected from ROUTER you can re-launch access by double clicking the
ROUTER entry in putty. This happens because the interface has been restarted to apply the new
configuration.
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This will launch a SSH session to the remote device in order for you to configure settings.

When the console appears enter the following credentials:
login as: administrator

password: Pas$$wlOrd
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Once you login use the ifconfig command to see the IP address details.
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Minimise the SSH console and open DHCP Manager from Administrative Tool on GATEWAY server.
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Expand the menu until you see IPV4 Address Leases.
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You will see that the DHCP server has assigned the 10.0.0.1 ip address to the ROUTER.

Close all the open windows.

Leave the devices you have powered on in their current state and proceed to the next exercise.
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Exercise 4 - IP Addressing Settings

In these exercises, you will discover the effect on connectivity when you adjust the subnet
mask applied to an IP configuration.

Subnet Masks

Step 1
Ensure you have powered on the required devices defined in the introduction Connect to CLIENT.

Once logged in open the Run box then type ncpa.cpl, and press Enter.

72 Client - Windows Internet Explorer
@ https://|absl.practice-labs.com/+ CSCO+d0756767633 A2F2F7 2617476617 22E63656E706776707 22D7667 2E70622E6878 + + /-CSCO-3p--host.htm aB ‘

Type the name of a program, Folder, document, or
Inkernet resource, and Windows will open it For you,

Open: I ncpa.cpl

&

oK I Cancel | Browse.., |

i/ start

Host Name:
IP Address:

Logon Domain:
Logon Server:

Machine Domain:

Q8 Version:
Service Pack:
Subnet Mask:

User Name:

CLIENT
192.168.0.2
192.168.0.11
CLASSROOM
SERVER
CLASSROOM
Windows XP
Service Pack 3
255.255.256.0
255.255.255.0
Administrator

M| @, % 11:55AM

#100% =

Right-click Local Area Connection called Internal and select Properties.
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Double-click Internet Protocol (TCP/IP).
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Review the IP address details, these should be the following:
IP address: 192.168.0.2

Subnet mask: 255.255.255.0

Default gateway: 192.168.0.250

Preferred DNS server: 192.168.0.1




ASM Educational Center, Inc.

11200 Rockville Pike, Suite 220, Rockville, MD 20852 | Phone: (301) 984-7400 | Fax: (301) 984-7401
Web: www.asmed.com | E-mail: info@asmed.com

|’:§ hitps://labsl practice-labs.com/~ C3C0+ 0736767633 A2F2FT 2617476617 22E63656E706776707 2207667 2E7 06226878 +  /-CSCO-3p--hest.htm

File  Edit ¥iew Favorites Tools  Advenced  Help

I General !

“'ou can get IP setlings assigned automaticalls if pour network supports
thi il Lol need r ask usur petestk sdrainistestor far

Diefault gatevay: 192 .168 . 0 . 250

= Db DS serven addiess aulomnatizaly
2

Preferred DMS server

ﬁ'startl ﬂ_J Mebwork, Connections | L Internal Properties ’ @, % 1203PM

Click OK to close.

Click on the Advanced tab and Settings option.
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Turn the Firewall off for this test. Click OK to close all open dialog boxes.
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Step 2

Connect to SERVER and start Wireshark (desktop shortcut) and display the Capture Options
dialog. Enter icmp in the Capture Filter box and click Start.
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Recall that SERVER is configured with an IP address of 192.168.0.1 and a subnet mask
of 255.255.255.0 you can confirm this by using the ipconfig command.
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From the open a command prompt enter ping 192.168.0.2 to verify the link.
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Observe the Wireshark packet capture you will see that the communication is successful between
source address of 192.168.0.1 (SERVER) and 192.168.0.2 (CLIENT).
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Step 3

On CLIENT open the IP Properties dialog for the Internal Lan connection.

Set the subnet mask to 255.255.0.0
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Click OK and OK again.

Note: You will be disconnected from the CLIENT device because of the change you have made.

Step 4
On Server open a command prompt enter ping 192.168.0.2 to verify the link.
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CLIENT can route to SERVER and SERVER can route back to CLIENT as the network ID is the same
regardless of the mask. The frames show that each request receives a reply.

However you web session failed because the remote device (CLIENT) is no longer on the
same network that you can connect to remotely.

Step 5
On SERVER use the Remote Desktop Connection client to Connect to CLIENT.
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Login with the following details:
User name: administrator
Password: Pa$$wlOrd

Domain: Classroom
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Change the Subnet mask back to 255.255.255.0.
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Click OK to apply the changes.

Now use the Connect function located in the Tool bar of CLIENT. You should now be able to
establish a new web session to the workstation.

Shutdown all virtual machines used in this lab, by using the power functions located in the Tools
bar before proceeding to the next module. Alternatively you can log out of the lab platform.
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Summary

In this module you completed the following tasks:

e |dentify IP address configuration on a Windows and Linux device.

¢ |Install and configure DHCP.

e Configure IP address configuration on a Windows and Linux device.
e The impact of changing subnet masks.



