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Course Outline: 

 

Lesson 1: Configuring DCs 

 Topic A: Install AD DS 

 Topic B: Manage AD DS Roles 

 
Lesson 2: Managing Objects in DCs 

 Topic A: Design an AD DS Hierarchy 

 Topic B: Configure User Accounts 

 Topic C: Maintain User Accounts 

 Topic D: Manage Group Accounts 

 Topic E: Manage Computers in a Domain 

 Topic F: Delegate Administrative Tasks 

 
Lesson 3: Managing Advanced AD DS Infrastructure 

 Topic A: Create Managed Service Accounts 

 Topic B: Deploy a Read-Only Domain Controller 

 Topic C: Maintain Active Directory 

 
Lesson 4: Implementing AD DS Sites and Replication 

 Topic A: Configure Forest and Domains 
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 Topic B: Manage Sites 

 Topic C: Configure Trusts 

 Topic D: Manage Replication Settings 

 
Lesson 5: Implementing Group Policy 

 Topic A: Create GPOs 

 Topic B: Configure GPOs and Group Memberships 

 Topic C: Manage Active Directory Group Objects 

 Topic D: Configure Group Policy Processing 

 Topic E: Configure a Central Store 

 
Lesson 6: Managing User and Computer Accounts Settings with GPOs 

 Topic A: Configure User Account Settings 

 Topic B: Configure Computer Account Settings 

 Topic C: Edit Computer Preferences in Group Policy 

 
Lesson 7: Securing AD DS 

 Topic A: Configure Windows Server User Security 

 Topic B: Configure Windows Server Software Security 

 
Lesson 8: Deploying AD CS 

 Topic A: Install AD CS 

 Topic B: Administer AD CS 

 Topic C: Manage AD CS Certificates 

 
Lesson 9: Administering AD FS 

 Topic A: Install AD FS 

 Topic B: Configure AD FS 

 Topic C: Manage AD FS 

 Topic D: Implement WAP 

 Topic E: Configure New AD FS Settings in Windows Server 2016 

 
Lesson 10: Administering AD RMS 

 Topic A: Install AD RMS 

 Topic B: Manage AD RMS 

 
Lesson 11: Implementing AD DS Synchronization with Azure AD 

 Topic A: Manage Azure AD Domain 

 Topic B: Synchronize Directory with Azure AD 
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