M\ sl ASM Educational Center (ASM)

Service Excellence

Certified in Cybersecurity

Certified in
Cybersecurity

CC. An (SQ)’ Certification

Course Outline:

Domain 1: Security Principles

e Understand the security concepts of information assurance
e Understand the risk management process

e Understand security controls

e Understand (ISC)? Code of Ethics

e Understand governance processes

Domain 2: Business Continuity (BC), Disaster Recovery
(DR) & Incident Response Concepts

e Understand business continuity (BC)
e Understand incident response

e Understand disaster recovery (DR)
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Domain 3: Access Controls Concepts

e Understand physical access controls

e Understand logical access controls
Domain 4: Network Security

e Understand computer networking
e Understand network threats and attacks

e Understand network security infrastructure
Domain 5: Security Operations

e Understand data security
e Understand system hardening
e Understand best practice security policies

e Understand security awareness training
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